Terapaths Installation

Background

This page documents the installation proceedure at SLAC.

Unix accounts

No log in. No password.

[yee@erapat hs hone]$ sudo /usr/sbin/luseradd terapaths -u 30000 -g terapaths

Java

From: here

[yee@erapaths installation]$ sudo nkdir /usr/java
Passwor d:
[yee@erapaths installation]$ sudo nv jdk1.5.0_13/ /usr/javal

SJSAS

From here

[terapaths@erapaths installation]$ sh sjsas_pe-8_2-1inux.bin
sj sas_pe-8_2-1inux.bin: sjsas_pe-8_2-1inux.bin: cannot execute binary file
[terapaths@erapaths installation]$ chnmbd ugo+x sjsas_pe-8_2-1inux.bin


https://sdlc4e.sun.com:443/ECom/EComActionServlet/DownloadPage:~:com.sun.sunit.sdlc.content.DownloadPageInfo;jsessionid=AF7C351215E35E6C665CD6D8296CC44A;jsessionid=AF7C351215E35E6C665CD6D8296CC44A
https://sdlc2d.sun.com:443/ECom/EComActionServlet/DownloadPage:~:com.sun.sunit.sdlc.content.DownloadPageInfo;jsessionid=89CE5855B5A5BC337A328397FDC71DD4;jsessionid=89CE5855B5A5BC337A328397FDC71DD4

The Sun Java System Application Server Platform Edition conponents will be
installed in the following directory, which is referred to as the "Installation
Directory".To use this directory, press only the Enter key. To use a different
directory, type in the full path of the directory to use followed by pressing
the Enter Kkey.

Installation Directory [/home/terapaths/ SU\Wappserver] {"<" goes back, "!"
exits}:

The directory "/ hone/terapat hs/ SU\\appserver" does not exist.

Do you want to create it now or choose another directory?

1. Create Directory
2. Choose New

Enter the nunber corresponding to your choice [1] {"<" goes back, "!"
exits} 1
The Sun Java System Application Server requires a Java 2 SDK.
Pl ease provide the path to a Java 2 SDK 1.4.1 or greater.
Reconmended version is 1.4.2 or greater. [/usr/javal/jdkl.5.0_13] {"<" goes
back, "!" exits}
Supply the adm nistrator user's password and override any of the other initial
configuration settings as necessary.
Adm ni strator User [admi n] {"<" goes back, "!" exits}:
Admi ni strator User's Password (8 chars mininum:
Re-enter Password:
Do you want to store administrator user name and password in user preference

file [yes] {"<" goes back, "!" exits}? yes

Admi nistration Port [4848] {"<" goes back, "!" exits}: 53470
HTTP Port [8080] {"<" goes back, "!" exits}: 40860

HTTPS Port [8181] {"<" goes back, "!" exits}: 48580

Pl ease choose installation options.

Do you want to upgrade from previous Application Server version [no] {"<"
goes back, "!" exits}?

Installation Successful.

Next Steps:

1. Access the About Application Server PE 8 wel come page at:
file:///home/terapaths/ SUN\WAppser ver/ docs/ about. ht mi

2. Start the Application Server by executing:
/ horme/ t er apat hs/ SUN\Wappser ver/ bi n/ asadm n start-donmai n domai nl

3. Start the Admi n Consol e:
http://1ocal host: 53470

Append to configuration file



/homelterapaths/SUNWappserver/domains/domainl/config/server.policy

/] TeraPat hs-specific perm ssions
/1 Permission to NetworkDeviceController to create O assLoaders for hardware drivers

grant codeBase "file:${com sun. aas. i nstanceRoot }/ generat ed/ ej b/ j 2ee- nodul es/ t er apat hsNet wor kDevi ceControl | ers/ -
"y
permi ssion java.l ang. Runti mePer m ssion "created assLoader"”;

3

grant codeBase "file: ${com sun. aas. i nstanceRoot }/applications/j2ee-nodul es/terapat hsNetwor kDevi ceControl |l ers/-"
{

permni ssion java.l ang. Runti mePer m ssion "created assLoader"”;

b
/1 Perm ssions needed by WAN proxy server(s)

grant codeBase "file:${com sun. aas. i nstanceRoot }/ gener at ed/ ej b/ j 2ee- npdul es/ t er apat hsESnet OSCARSPr oxy/ -" {
permi ssion java.security. Al Perm ssion;

permi ssion java.l ang. Runti mePer ni ssion "get C assLoader";

permni ssion java.l ang. Runti mePer m ssion "created assLoader"”;

perm ssion java. net. Socket Perm ssion "*", "connect, accept, resol ve";
perm ssion java.io.FilePernmission "<>", "read,wite,delete";
I

grant codeBase "file: ${com sun. aas. i nstanceRoot }/appl i cations/j2ee-nodul es/t er apat hsESnet OSCARSPr oxy/ - " {
perm ssion java.security. Al Perm ssion;

permi ssion java.l ang. Runti mePer ni ssion "get Cl assLoader";

permni ssion java.l ang. Runti mePer m ssion "created assLoader"”;

perm ssion java. net. Socket Perm ssion "*", "connect, accept, resol ve";
perm ssion java.io.FilePernmission "<>", "read,wite,delete";
I

Change jvm settings, place within <j ava- confi g/ > tag at end.

/homel/terapaths/SUNWappserver/domains/domainl/config/domain.xml

<l-- this is to prevent the java.lang. Qut Of MenoryError: PernGen space during depl oynent-->

<j vm opt i ons>- XX: MaxPer nSi ze=256nx/j vm opt i ons>

<l-- -->

<l-- additional jvmoptions to fix file descriptor |eak due to sockets not being closed (bug#:6321777) -->

<jvmoptions>-server</jvmoptions>

<j vm opti ons>-Dcom sun. ent erpri se. web. connector. gri zzly. useKeepAl i veAl gori t hmrt rue</j vm opti ons>
<j vm options>-Dcom sun. enterpri se. web. connector. gri zzl y. socket SoTi neout =30000</ j vm opt i ons>

<j vm options>-Dcom sun. ent erpri se. web. connector. gri zzl y. maxKeepAl i veRequest s=250</j vm opt i ons>
<j vm options>-Dcom sun. enterprise. server.ss. ASQui ckSt art up=fal se</j vm opti ons>

<l-- end of additional jvmoptions -->

Security Setup

Need keys etc.

[terapaths@erapaths ~]$ export PATH=$PATH:/usr/javal/jdkl.5.0_13/bin/



[terapaths@erapaths ~]$ keytool -1list
j ks
Enter keystore password:

-keystore /hone/terapaths/ SUN\Wappser ver/ domai ns/ domai n1/ confi g/ keyst ore.
changei t

Keystore type: jks
Keystore provider: SUN
Your keystore contains 1 entry

slas, Nov 8, 2007, keyEntry,

Certificate fingerprint (MD5): F1:CA4:86:53: BD: 35: 41: 33: CC: 3B: 41: 32: A7: E2: 6C. EE

Add DOE Cert and ESnet

[terapaths@erapaths ~]$ keytool -inport -nopronpt -trustcacerts -alias DOECertAlias -file /hone/terapaths
/installation/DOE-01.25. 13. pem - keystore /hone/terapat hs/ SUN\WAppser ver/ donai ns/ domai nl/ confi g/ cacerts.jks -
st orepass changeit

Certificate was added to keystore

[terapaths@erapaths ~]$ keytool -inport -nopronpt -trustcacerts -alias ESnetAlias -file /hone/terapaths
/installation/ESnet-10.26.22. pem -keystore /hone/terapaths/ SUN\WAppser ver/dongri ns/ domai n1/ confi g/ cacerts.jks -
st orepass changeit

Certificate was added to keystore

[terapaths@erapaths config]$ pwd

/ hone/ t er apat hs/ SUN\Wappser ver / donai ns/ domai n1/ confi g

[terapaths@erapaths config]$ keytool -list -keystore /home/terapaths/ SUN\Wappserver/ domai ns/ domai n1/config
/cacerts.jks

Enter keystore password: changeit
Keystore type: jks
Keystore provider: SUN

Your keystore contains 13 entries

verisignclg3, Apr 8, 2004, trustedCertEntry,
Certificate fingerprint (MD5): Bl:47:BC: 18:57:
verisignclg2, Apr 8, 2004, trustedCertEntry,
Certificate fingerprint (MD5): DB:23:3D: F9: 69:
esnetalias, Nov 9, 2007, trustedCertEntry,

D1: 18: AO: 78: 2D: EC: 71: E8: 2A: 95: 73

FA: 4B: B9: 95: 80: 44: 73: 5E: 7D: 41: 83

Certificate fi
verisignclgl,
Certificate fi
veri si gnc2g3,
Certificate fi
veri si gnc2g2,
Certificate fi
veri si gnc2gl,
Certificate fi
doecertali as,
Certificate fi
veri si gnc3g3,
Certificate fi
veri si gnc3g2,
Certificate fi
veri si gnc3gl,

ngerprint (MD5):
Apr 8, 2004,
ngerprint (MD5):
Apr 8, 2004,
ngerprint (MD5):
Apr 8, 2004,
ngerprint (MD5):
Apr 8, 2004,
ngerprint (MD5):
Nov 9, 2007,
ngerprint (MD5):
Apr 8, 2004,
ngerprint (MD5):
Apr 8, 2004,
ngerprint (MD5):
Apr 8, 2004,

32: AC: 21: 5D: DE:

trustedCertEntry,

97: 60: E8: 57: 5F:

trustedCertEntry,

F8: BE: C4: 63: 22:

trustedCertEntry,

2D: BB: E5: 25: D3:

trustedCertEntry,

B3: 9C: 25: B1: C3:

trustedCertEntry,

F3: 76: 00: EC: DO:

trustedCertEntry,

CD: 68: B6: A7: C7:

trustedCertEntry,
A2: 33: 9B: 4C: 74:
trustedCertEntry,

10: FC: 63: 5D: F6:

43:

D1:

2E:

8E:

CA:

78:

26:

Certificate fingerpri

nt (MD5):

73:

1 50:

1 A8:

65:

32:

DB:

CE:

73:

3E:

E9: 3A:

47: ES:
46: 74:
82: 3A:
53: 80:
20: BC:
75: EO:

D4:

0D: F3: 25:

EE:

43:

8B:

B7:

15:

2B:

1D:

6C:. ET7:

90:

0oC

B8:

OE:

30:

EO:

4F:

BE:

BC. 17: C4:

94: 36: 8A:

1D: 1E: 4A:

FA: E6: EB:

9D: 4D: 02:

06: 60: 24:

57:44:61:

. F3: 8D: CB:

5F: 79: CD:

8F:

BO:

2B:

E2:

77

92:

5C

67:

36

62

F6

El

3E

1 9F

09

E9

67

slas, Nov 8, 2007, trustedCertEntry,

Certificate fingerprint (MD5): F1:C4:86:53: BD: 35: 41:
veri si gnsecureserver, Apr 8, 2004, trustedCertEntry,
Certificate fingerprint (NMD5): 74:7B:82:03:43: FO: 00: 9E: 6B: B3:

33: CC: 3B: 41: 32: A7: E2: 6C. EE

EC: 47: BF: 85: A5: 93

Make sure server works properly:



[terapaths@erapaths bin]$ pwd
/ hone/ t er apat hs/ SUN\Wappser ver/ bin
[terapaths@erapaths bin]$ ./asadmn start-domain --debug=true donmainl
Nov 9, 2007 5:36:27 PMcom sun.enterprise.util.ASenvPropertyReader setSystenProperties
SEVERE: property_reader. unknownHost
j ava. net. UnknownHost Excepti on: terapaths: terapaths
at java.net.|net Address. get Local Host (| net Addr ess. j ava: 1346)
at comsun.enterprise.util.net.NetUils.getCanonical Host Nane(Net Utils.java: 66)
at com sun.enterprise.util.ASenvPropertyReader. set Syst enProperti es(ASenvPropertyReader.java: 161)
at com sun. enterprise.cli.franmework. CLI Mai n. i nvokeCommand( CLI Mai n. j ava: 87)
at com sun. enterprise.cli.franmework. CLI Mai n. nai n( CLI Mai n. j ava: 46)
Starting Domai n domai nl, please wait.
Log redirected to /hone/terapat hs/ SU\Wappser ver/ domai ns/ donmai n1/1 ogs/ server. | og.
Domai n domainl failed to startup. Please check the server log for nore details.
CLI 156 Coul d not start the domain domainl.

Add local dns (no dns server is configured on these machines)

letc/hosts

127.0.0.1 terapaths
192.124.59. 130 terapaths

Fixes the startup problem:

[terapaths@erapaths bin]$ ./asadmn start-domain --debug=true donainl
Starting Domai n donmi nl, please wait.
Log redirected to /hone/terapat hs/ SU\\appser ver/ domai ns/ domai n1/1 ogs/ server. | og.

Donain domainl is ready to receive client requests. Additional services are being started in background.

Listening ports



yee@erapaths ~]$ netstat

(Not all processes could be identified,

-nlp

non- owned process info

will not be shown, you would have to be root to see it all.)
Active Internet connections (only servers)
Proto Recv-Q Send-Q Local

tcp
tep
tep
tcp
tep
tcp
tcp
tep
tcp
tep
tep
tcp
tep
tcp
tcp
tep
tcp
tcp
udp
udp
udp
udp
udp
udp
udp
udp
udp
udp
udp

MySQL

0

[eNelNeNelNeNeNeolNeolNeolNeNelNeoNeolNeolNelNeNoNoNolNolNoNeoNolNolNolNeNeNol

0

download server client libs

[root @erapaths installation]# rpm-Unv MySQL-*

[eNelelNelNeNeNelNeolNeoNeNeNe oo Ne Ne Ne o o e Ne e o ool e Neo

0.0
0.0
0.0
7

12

o f

COooCoooo Il
S

CoOoRoeooo0oo

127.
0.0.
01123

Addr ess
0.0.0.0: 3306
0.0:111

0. 0: 9009
0. 0: 946
0.0.1:631
1 1:48580
1113820

fff:127.0.0.1: 32876

N
eereoR@eeQ

: 8686
113920
113700
1132884
1132885
1122
1132887
1140860
1 7676
153470
0.0:
1 2055

error: Failed dependenci es:
M/SQL conflicts with nysql-4.1.20-2. RHEL4.1.0.1.i 386
[root@erapaths installation]# rpm-e nysql-4.1.20
error: Fail ed dependencies:
librmysqglclient.so.14 is needed by (installed) cyrus-sasl-sql-2.1.19-14.i 386
is needed by (installed) cyrus-sasl-sql-2.1.19-14.i386
[root @erapaths installation]# rpm-Unhv MySQL-server-community-5.0.45-0.rhel 4. x86_64.rpm
error: Failed dependenci es:
MySQL conflicts with mysqgl-4.1.20-2. RHEL4.1.0.1.i 386
[root@erapaths installation]# rpm-e nysql-4.1.20
error: Failed dependenci es:
l'i bnysqgl client.so.14 is needed by (installed)
is needed by (installed) cyrus-sasl-sql-2.1.19-14.i386
[root@erapaths installation]# rpm-e cyrus-sasl-sql-2.1.19
[root @erapaths installation]# rpm-e nysql-4.1.20

I'i bnysql client.so.14(libnysql client_14)

I'i bmysqgl client.so.14(libnysql client_14)

Change users

514

940
943
7001
111
631

.59.130: 123

1:123
123

For ei gn Address State

0
0
0.
0
0

B e S e e

s 2 Leee

.0.0.

cooo

COoLoLLoo0o000

0:* LI STEN
0:* LI STEN
0:* LI STEN
0:* LI STEN
0:* LI STEN
LI STEN
LI STEN
LI STEN
LI STEN
LI STEN
LI STEN
LI STEN
LI STEN
LI STEN
LI STEN
LI STEN
LI STEN
LI STEN

eeeeeeeee
*

cyrus-sasl-sql-2.1.19-14.i 386

Pl D/ Progr am nane


http://dev.mysql.com/get/Downloads/MySQL-5.0/MySQL-server-community-5.0.45-0.rhel4.x86_64.rpm/from/http://mysql.orst.edu/
http://dev.mysql.com/get/Downloads/MySQL-5.0/MySQL-client-community-5.0.45-0.rhel4.x86_64.rpm/from/http://mysql.orst.edu/
http://dev.mysql.com/get/Downloads/MySQL-5.0/MySQL-shared-community-5.0.45-0.rhel4.x86_64.rpm/from/http://mysql.mirrors.pair.com/

[root @erapaths installation]# nysql

Wl come to the MySQL nonitor. Commands end with ; or \g.

Your MySQL connection id is 3

Server version: 5.0.45-comunity MySQL Comunity Edition (GPL)
Type '"help;' or '\h'" for help. Type '\c' to clear the buffer.

nysqgl > sel ect User, Host from nysql. user

| root | 127.0.0.1 |
| root | Iocal host |
| root | terapaths |

3 rows in set (0.01 sec)

nysqgl > create database terapaths;
Query OK, 1 row affected (0.00 sec)

nmysqgl > GRANT ALL PRI VI LEGES ON terapaths.* TO 'terapaths' @Il ocal host' |DENTIFI ED BY ' *****xxx:!
Query OK, 0 rows affected (0.00 sec)

nysql > sel ect User, Host from nysql. user

-> ’
B T B T +
| User | Host |
B T B T +
| root | 127.0.0.1 |
| root | local host |
| terapaths | |ocal host |
| root | terapaths |
B B +

4 rows in set (0.00 sec)

nysql >

Database creation

Create the terapaths MySQL database by running terapaths-create-1.2.0.sql.



[root @erapaths dist]# pwd
/ hone/ terapat hs/instal | ati on/di st
[root @erapaths dist]# nysql < terapaths-create-1.2.0.sql

[terapaths@erapaths ~]$ nysql -u terapaths -p -D terapaths

Enter password:

Readi ng table infornation for conpletion of table and col um nanes
You can turn off this feature to get a quicker startup with -A

Wl come to the MySQL nonitor. Commands end with ; or \g.
Your MySQL connection id is 8
Server version: 5.0.45-comunity MySQL Comunity Edition (GPL)

Type '"help;' or '\h'" for help. Type '\c' to clear the buffer.
nysql > show t abl es;
| Tabl es_i n_terapaths |

| WANSer vi ceURL |
| bandw dt hCl asses |
| diffServd asses |
| hosts |
| renoteLANServi ceURL |
| reservations |
| routerDrivers |
| routerManagers |
| routers |
| routes |
| systemVessages |
| terapathsDat abasel nfo |
| users |
| virtual Rout er Menbers |
| virtual Routers |

15 rows in set (0.01 sec)

Edit terapaths-populate-1.2.0.sql to match your network host information and run it to populate the
database.

-- Popul ate the TeraPat hs database for the TeraPaths UM ch-si de secure testbed
-- MySQ server on teraOl.ultralight.org (192.84.86.25)

-- Database structure version 1.2.0

-- 01/23/07

USE terapat hs;

-- dat abase settings
I NSERT | NTO t er apat hsDat abasel nfo (
ver si on,
creationTi neSt anp,
server | pAddr ess,
server Nane,
si t eNane
) VALUES (
"1.2.0",
NOW() ,
"192.124.59. 130",
"terapat hs. sl ac. stanford. edu",
" SLAC"



)

-- drivers for comunicati on between instance and router
I NSERT | NTO routerDrivers (
nane,
driverinfo
) VALUES (
" DUMW_DRI VER',
"har dwar e, DUMWY, t ype, DUMWY, os, DUMW, conm pr ot ocol , DUMW"
)

I NSERT | NTO routerDrivers (

nane,

driverinfo
) VALUES (

" Cl SCO Ws- C6509 | OS_TELNET",

"har dwar e, Cl SCO, t ype, W5- 6509, os, | GS, comm pr ot ocol , TELNET"
)

I NSERT | NTO routerDrivers (

nane,

driverinfo
) VALUES (

" Cl SCO_Ws- C6509 | OS_SSH',

"har dwar e, Cl SCO, t ype, W5- 6509, os, | GS, conm pr ot ocol , SSH"
)

SELECT @iriver := LAST_INSERT_ID();

-- terapath instance, and endpoint to communicate to
I NSERT | NTO rout er Managers (
i pAddr ess,
name,
wsdl URL,
interface,
managerDi r
) VALUES (
"192.124.59. 130",
"terapat hs01. sl ac. st anf ord. edu",
"http://192.124.59. 130: 48580/ t er apat hsNet wor kDevi ceControl | er s/t psNDC",
"G gabi t Et her net 3/ 33",
"/ hone/ t er apat hs/ rout er Confi g"

)
SELECT @dgeManager := LAST_INSERT_IDIX();

SELECT @or der Manager := @dgeManager;

-- routers
I NSERT | NTO routers (
i pAddr ess,
nane,
routerlnfo,
dri ver Par anet ers,
driverld,
managi ngNodel d,
posi tion
) VALUES (
"192.124.59. 129",
"tera",
"har dwar e, Cl SCO, t ype, W5- 6509, os, | OS12. 2(18) SXD1",
"system pronpt, tera,terapaths, XXXXXXX, ent ry_pass, XXXXXXX, enabl e_pass, XXXXXXX, pol i cy_nanme_r oot, QS_nile",
@iri ver,
@dgeManager,
"edge"



)

SELECT @dge : = LAST_I NSERT_I IX();
SELECT @order := @dge;

I NSERT | NTO virtual Routers (
nane
) VALUES (
"tera (physical -edge)"
)

SELECT @edge := LAST_INSERT | D();

I NSERT | NTO virtual Routers (
nane
) VALUES (
"nile (physical-border)"
)

SELECT @border := LAST_INSERT_IDIX);

I NSERT | NTO vi rtual Rout er Menbers (
virtual Routerld,
routerld
) VALUES
( @edge, @dge),
(@hborder, @order);

I NSERT | NTO routes (
edge,
bor der

) VALUES (
@edge,
@bor der

)

SELECT @oute := LAST | NSERT | D();

-- worker nodes

I NSERT | NTO hosts (
i pAddr ess,
nane,
route,
interface

) VALUES
("192.124.59. 200", "node0O. sl ac. stanford. edu”, @oute, "G gabitEthernet3/4"),
("192.124.59. 201", "nodeOl.slac.stanford.edu", @oute, "G gabitEthernet3/5"),
("192.124.59. 202", "node02. sl ac.stanford. edu”, @oute, "G gabitEthernet3/6"),
("192.124.59. 203", "node03. sl ac.stanford. edu”, @oute, "G gabitEthernet3/7"),
("192.124.59. 204", "node04. sl ac. stanford. edu”, @oute, "G gabitEthernet3/8"),
("192.124.59. 205", "nodeO05. sl ac. stanford. edu”, @oute, "G gabitEthernet3/9"),
("192.124.59. 206", "node06. sl ac. stanford. edu”, @oute, "G gabitEthernet3/10"),
("192.124.59. 207", "nodeO07.sl ac. stanford. edu”, @oute, "G gabitEthernet3/11"),
("192.124.59. 208", "node08. sl ac. stanford. edu”, @oute, "G gabitEthernet3/12");

I NSERT | NTO r enpt eLANSer vi ceURL (

i pAddr ess,

mask,

maskedl| pAddr ess,

prefix,

wsdl URL,

preference
) VALUES

("198.124.220.0", "255.255.255.0", ipAddr2dec("198.124.220.0")& pAddr2dec("255.255. 255.0"), 24,
"http://198.124. 220. 9: 48588/ t er apat hsRenot eTPsLi st ener s/t psRTPsL"
, 0);

I NSERT | NTO WANSer vi ceURL (
i pAddr ess,



mask,

maskedl| pAddr ess,

prefix,

wsdl URL,

preference
) VALUES

("198.124.220.0", "255.255.255.0", ipAddr2dec("198.124.220.0") & pAddr2dec("255. 255. 255. 0"), 24, "OSCARS,
https://oscars. es. net/axi s2/ servi ces/ CSCARS", 0);

I NSERT | NTO di ff ServC asses (

name,
dscp,
aggr egat eBandwi dt h,
confi gured,
active

) VALUES
("BE",0,0,0,0),
("Cso1",1,0,0,0),
("cso02",2,0,0,0),
("Cso03", 3,0,0,0),
("Cso04",4,0,0,0),

("CS05", 5, 0,0, 0)
(" CS06", 6, 0,0, 0)
("Cs07",7,0,0,0)
("cs1", 8,0,0,0)
("cs11", 9,0, 0, 0)

("AF11", 10, 0, 0, 0),
("cs13", 11, 0, 0, 0)
("AF12",12,0,0,0),
("Csi15", 13, 0,0, 0)
("AF13", 14, 0,0, 0),

)

0
0
0
0

("Cs17",15,0,0,0

("Ccs2", 16, 0, 0, 0)

("Cs21",17,0,0,0

("AF21",18,0,0,0

("CS23",19,0,0,0

("AF22",20,0,0,0

("CS25",21,0,0,0

("AF23",22,0,0,0

("Cs27",23,0,0,0),

("Cs3", 24,0, 0, 0)

("Cs31", 25,0,0,0),

("AF31", 26, 0, 0, 0)

("CS33",27,0,0,0

("AF32",28,0,0,0

("CS35",29,0,0,0

("AF33",30,0,0,0

("CS37",31,0,0,0

("Cs4",32,0,0,0)

("Cs41",33,0,0,0

("AF41",34,0,0,0

("Cs43",35,0,0,0

("AF42",36,0,0,0

("Cs45",37,0,0,0

("AF43",38,0,0,0

("Cs47",39,0,0,0),

("Cs5", 40, 0, 0, 0)

("Css51", 41, 0,0, 0),

("CS52",42,0,0,0),

("Cs53", 43,0, 0, 0)

("CS54", 44, 0,0, 0),

("CS55", 45, 0, 0, 0)

("EF", 46,0, 0, 0)

("CS57",47,0,0,0),

("CS6", 48,0, 0, 0)

("Cs61", 49, 0,0, 0),

(" CS62", 50, 0, 0, 0)

("CS63",51,0,0,0

("CS64",52,0,0,0

("CS65",53,0,0,0

(" CS66", 54, 0,0,0



("CsB7", 55, 0,0,0),
("CS7",56,0,0,0),

("CS71",57,0,0,0),
("Cs72",58,0,0,0),
("Cs73",59,0,0,0),
("CS74", 60,0, 0, 0),

("Cs75", 61, 0,0,0),
("CS76",62,0,0,0),
("CS77",63,0,0,0);

--Sinple partitioning of bandwidth for testbed's 1 Gbit connection

UPDATE di f f ServQ asses SET aggr egat eBandw dt h= 15000000, confi gured=1 WHERE nane="CS1";
UPDATE di f f ServCl asses SET aggr egat eBandw dt h= 20000000, confi gured=1 WHERE nane="AF11";
UPDATE di f f Servd asses SET aggr egat eBandwi dt h= 40000000, confi gured=1 WHERE nane="CS2";
UPDATE di f f ServC asses SET aggr egat eBandw dt h= 50000000, confi gured=1 WHERE nane="AF21";
UPDATE di f f ServCl asses SET aggr egat eBandw dt h= 75000000, configured=1 WHERE nanme="AF31";
UPDATE di f f Servd asses SET aggr egat eBandwi dt h=100000000, confi gured=1 WHERE nane="AF41";
UPDATE di f f ServCl asses SET aggr egat eBandw dt h=150000000, confi gured=1 WHERE nane="CS47";
UPDATE di f f ServCl asses SET aggr egat eBandw dt h=200000000, confi gured=1 WHERE nane="EF";
UPDATE di f f ServC asses SET aggr egat eBandw dt h=250000000, confi gured=1 WHERE nane="CS7";

I NSERT | NTO bandwi dt hCl asses (
nane,
di ff Servd assl d,
bandwi dt h,
type,
configured,
active

) VALUES
("Cs1_1", (SELECT id FROM di ff Servd asses WHERE nanme="CS1"), 5000000, "shared", 1, 0),
("CS1_2", (SELECT id FROM di f f Servd asses WHERE nanme="CS1"), 5000000, "shared", 1, 0),
("CS1_3" , (SELECT id FROM di ff ServCl asses WHERE nane="CS1"), 5000000, "shared", 1, 0),
("AF11_1", (SELECT id FROM di ff ServCl asses WHERE nane="AF11"), 10000000, "shared", 1, 0),
("AF11_2", (SELECT id FROM di ff ServCl asses WHERE nane="AF11"), 10000000, "shared", 1, 0),
("CsS2_1", (SELECT id FROM di ff Servd asses WHERE nanme="CS2"), 20000000, "shared", 1, 0),
("CS2_2", (SELECT id FROM di f f ServCl asses WHERE nane="CS2"), 20000000, "shared", 1, 0),
("AF21", (SELECT id FROM di ff ServC asses WHERE nane="AF21"), 50000000, "static",1,0),
("AF31", (SELECT id FROM di ff ServCl asses WHERE nane="AF31"), 75000000, "static",1,0),
("AF41", (SELECT id FROM di ff ServC asses WHERE nane="AF41"), 100000000, "static",1,0),
("Cs47", (SELECT id FROM di f f ServC asses WHERE nane="CS47"), 150000000, "static",1,0),
("EF", (SELECT id FROM di ff Servd asses WHERE nane="EF"), 200000000, "static",1,0),
("CS7", (SELECT id FROM di ff Servd asses WHERE nane="CS7"), 250000000, "static",1,0);

--Default user

I NSERT | NTO users (
user Nane,
passWrd,
type
) VALUES
(" terapat hs', PASSWORD(' *******') ' standard');



[terapaths@erapaths dist]$ nysql -u terapaths -D terapaths -p < terapaths-end2end- SLACsi de-secure-1.2.0. sql
Ent er password:

@iriver := LAST_I NSERT_I )

3

@dgeManager := LAST_I NSERT_I [X)
1

@or der Manager : = @dgeManager
1

@dge : = LAST_I NSERT_I )

1

@order := @dge

1

@edge := LAST_I NSERT_I DY)

1

@border := LAST_I NSERT_I IX)
2

@oute := LAST_ | NSERT_I IX()
1

Manually edit database entries for passwords etc:

nmysqgl > UPDATE routers SET driverParanet ers=' system pronpt, <pronpt >, user _nane, <t er apat hs>, entry_pass, <l ogi npass>,
enabl e_pass, <enabl e_pass>, pol i cy_nane_root, QS _sl ac';

Edit terapaths.properties to contain the database info and service module URLSs for each host at which
one or more terapaths modules will be deployed.

[yee@erapaths dist]$ cat terapaths.properties

# Change this file to match your host information #

SRR R R R R

#

driver.for.host.terapaths = com nysql.jdbc. Driver

db. for. host.terapaths = jdbc:nysql://1ocal host/terapat hs?user =t er apat hs&passwor d==*******x*

pws. for. host.terapaths = https://| ocal host: 40860/t er apat hsPubl i cWebSer vi ces/t psPW5
iws.for.host.terapaths = https://Iocal host: 40860/t er apat hsl nt er nal WebSer vi ces/ t ps| W5

OSCARS. for. host.terapaths = https://1 ocal host: 40860/t er apat hsESnet OSCARSPr oxy/ ESnet OSCARSPr oxy

HHHBHHHBHHH AR HH B H BB H AR H AR
# Add ot her hosts here by specifying same five #
# val ues as above for each host #

Edit proxy.properties to match your WAN provider accounts (currently only ESnet/OSCARS is
supported)

N/A

Edit terapathsWeblInterfaceDefaults to contain the defaults of your choice for the web interface.

Copy the file to the /home/terapaths directory of the host where terapathsWeblnterface will be deployed.
The defaults can be changed at any time, even when the service is running.
This file overrides the build-in defaults.



[yee@erapaths dist]$ cat terapathsWeblnterfaceDefaults

# Defaults for the web interface #

# This file nust be in the #
# [ home/ terapaths directory #
# ORDER |'S | MPORTANT! !'! #

BB G AR R AR R R
# default web interace val ue

# 1. source | P address
192.124.59. 200

# 2. destination |P address
# 198.124.220. 134
192.124.59. 204

# 3. source low port #
10000

# 4. source high port #
10000

# 5. destination |ow port #
10000

# 6. destination high port #
10000

# 7. protoco

tep

# 8. reservation direction
bi directiona

# 9. time span for schedule
day

[terapaths@erapaths dist]$ pwd
[ hone/ terapat hs/instal |l ation/di st
[terapaths@erapaths dist]$ cp terapathsWeblnterfaceDefaults /hone/terapaths/

Edit autodeploy-hosts to describe which modules to deploy at which hosts.

[yee@erapaths dist]$ cat autodepl oy-hosts
BHE TR R R R R I R R R
# user @ost _to_depl oy: pat h_of _autodeploy_dir warl war2 ... warN #

#t er apat hs@ ocal host : / hone/ t er apat hs/ SUN\WAppser ver / domai ns/ donmai n2/ aut odepl oy/ terapat hs\Webl nterface. war

t erapat hs@ ocal host: / hone/ t er apat hs/ SUN\Wappser ver/ domai ns/ domai n1/ aut odepl oy/ terapat hs\Webl nt erface. war

t er apat hsl nt er nal WebSer vi ces. war t erapat hsPubl i cWebServi ces. war terapat hsESnet OSCARSPr oxy. war

t erapat hsRenpt eTPsLi st eners. war ter apat hsNet wor kDevi ceControl | ers. war

terapat hs@ ocal host: / hone/ t er apat hs/ SUN\Wappser ver / donai ns/ domai n1/ aut odepl oy/ terapat hsNet wor kDevi ceControll ers.
war

Run the 'terapaths-deploy' script.

Environments

[terapaths@erapaths dist]$ ./terapaths-depl oy
If ssh keys are not set up for renpte deploy hosts, you will be pronpted for your password nultiple tines.

Envi ronnent variable JAVA HOVE is not set.



[root @erapaths ~]# cat /etc/profile.d/java.sh
export JAVA HOMVE=/usr/javal/jdkl.5.0_13/

export PATH=$PATH: $JAVA HOVE/ bi n
[terapaths@erapaths yee]$ env | grep JAVA
JAVA _HOME=/ usr/javaljdkl.5.0_13/

Keys (no password on terapaths local user account)

[terapaths@erapaths dist]$ ssh-keygen -t dsa

Generating public/private dsa key pair.

Enter file in which to save the key (/home/terapaths/.ssh/id_dsa):

Enter passphrase (enpty for no passphrase):

Enter sane passphrase again:

Your identification has been saved in /hone/terapaths/.ssh/id_dsa.

Your public key has been saved in /hone/terapaths/.ssh/id_dsa. pub.

The key fingerprint is:

cc: f0:46:d8: 55: 1d: 36: 5b: fe: f5: b9: 9f : d1: 89: 3b: 50 t erapat hs@ er apat hs

[terapaths@erapaths dist]$ cp ~/.ssh/id

id_dsa i d_dsa. pub id_rsa. pub identity. pub

[terapaths@erapaths dist]$ cp ~/.ssh/id_dsa.pub ~/.ssh/authorized_keys2

[terapaths@erapaths dist]$ Is -lah ~/.ssh/.public/authorized_keys2

-rwrwr-- 1 terapaths terapaths 609 Nov 12 11:42 /hone/terapaths/.ssh/.public/authorized_keys2
[terapaths@erapaths dist]$ chnod go-rwx ~/.ssh/authorized_keys2

[terapaths@erapaths dist]$ |s -lah ~/.ssh/.public/authorized_keys2

STW---- - 1 terapaths terapaths 609 Nov 12 11:42 /hone/terapaths/.ssh/.public/authorized_keys2

[terapaths@erapat hs yee] $

[terapat hs@erapat hs yee] $ ssh-keygen -t rsa

Generating public/private rsa key pair.

Enter file in which to save the key (/hone/terapaths/.ssh/id_rsa):
Enter passphrase (enpty for no passphrase):

Enter sane passphrase again:

Your identification has been saved in /hone/terapaths/.ssh/id_rsa.
Your public key has been saved in /hone/terapaths/.ssh/id_rsa. pub.
The key fingerprint is:

cd: 74:d1: 37: b0: Oc: a5: 1a: 6f: c7: e4: 62: 40: ea: 12: 3b terapat hs@ er apat hs
[terapat hs@erapaths yee] $

[terapaths@erapat hs yee] $

[terapaths@erapaths yee] $ cat /honme/terapaths/.ssh/id_rsa.pub > /hone/terapaths/.ssh/authorized_keys

Check Service

http://192.124.59. 130: 53470

Log into the SISAS server and determine that under the task bar, we have
Appl i cations->Web Applications

and that it shows the t er apat hs* applications

Application Description
terapathsWeblnterface Web frontend to terapaths
terapathsinternalWebServices
terapathsPublicWebServices
terapathsESnetOSCARSProxy Interaction with OSCARS

terapathsRemoteTPsListeners Interaction with other terapaths instances



terapathsNetworkDeviceControllers | Router interactions

Web Interface
Located at
http://192.124.59. 130: 40860/ t er apat hs\Webl nt er f ace

You can log in using accounts that have been setup in the MySQL table 'users'; if you can't log on, that's because you don't have an account in the
database.

nysql > sel ect * fromusers;

R EE T T D T L L TP dommmeeaa teemnn- +
| id | userName | passWrd | type | info |
oo e e oo oo - +
| l | terapaths | ER R R R | Standard | NULL I
B e [ Hommm - - +

1 rowin set (0.00 sec)

In the above case, you can see that there is only one terapaths user. The passWord is stored from the function passwor d() .

Logging in will show some IP addresses and a table at the bottom of green boxes. This is the reservation table. Click once on a box to select the
appropriate time and bandwidth allocation requested. Click again somewhere else to select the end time.

This will then take you to a confirmation page where the details can be finalised.

Schedules

Schedules are created on the web interface and stored in the table r eser vati ons:

nysqgl > sel ect * fromreservations;

oo oo oo oo oo Frmmmm e
B B, B B, B, o e e e e e B
B S R B Homm - - +

| id | relatedReservationlds | startTine | duration | protocol | direction |
bandwi dt hCl assNane | bandwi dth | tinmeout | userNanme | who | srclp | srcPortMn |
srcPortMax | destlp | destPortMn | destPortMax | status |

Foeemmeemeee e e . e Fommemeaas e
S B B B B B R
o oo e o Fommeme - +

| SLAC- 1194994094410 | NULL | 1194993900000 | 36000 | tcp | unidirectional |
AF41 | 100000000 | 1195029900000 | terapaths | terapaths | 192.124.59.200 | 10000 |
10000 | 192.124.59.204 | 10000 | 10000 | active |

B B B [ S [ SRR B
oo oo o oo oo oo R
Fommemeeeeas Fommmeeneeaaeaas . Foeemmeeaeaas . +

1 rowin set (0.00 sec)

Here we see one active reservation. st at us=t enpor ar y reservations may appear that reflect in transient reservations that are being created.

Router configs

Routers are intrinsically defined in the table under r out er s:


http://192.124.59.130:40860/terapathsWebInterface

nysqgl > select * fromrouters;

R TRy donenns e .
e o e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e mmmm e mmmemmmmmmmmmmmmmm— -
------------------------------ T T S
+

| id | ipAddress | name | routerlnfo |

driver Paraneters
| driverld | basicConfiguration | nanagi ngNodeld | bottleneckBandw dth | position |

o m e e e e R o
e m e e e e e e e e e e e e m e e e e e e e e m e e e e m e e m e mm e mmm e mm = m e mm e e m = m e = m e m m = = == = e = m e = = = e m = = = = e = e = = e = e m e mmm =
------------------------------ T T T g
+

| 1] 192.124.59.129 | tera | hardware, Cl SCO type, W5- 6509, os, | 0S12. 2(18) SXD1 | system pronpt, swh-i epm 10g,
user_name, ******** ‘entry_pass, ******** enapl e_pass, ******** policy_nane_root, QS _slac | 3

NULL | 1| NULL | edge |

o m e e ee e eeaa R oo m m e e e e e e e e e e e e e e e eeeeeaaa
o
------------------------------ R T T o T Ty
+

1 rowin set (0.00 sec)

The dri ver Par anet er s defines the expect script info for logging into the router. the values comes as key-value pairs.

Thedri ver | d field determines the driver to use to communication to by Terapaths. It references an index value in the r out er Dri ver s table:

nysql > describe routerDrivers;

o o Foeomo- o S R —_ o +
| Field | Type | Null | Key | Default | Extra |
S Fom e e e e e R [ g - B +
| id | bigint(20) unsigned | NO | PRI | NULL | auto_increnent |
| name | varchar (50) | YES | UNI | NULL | |
| driverlnfo | text | YES | | NULL | |
| javaC assFile | varchar(255) | YES | | NULL | |
| javaC assNane | varchar (255) | YES | | NULL | |
| javad ass | 1ongbl ob | YES | | NULL | |
B o eeeaeaaa R Ho-m - - B o e e e e e +
6 rows in set (0.01 sec)

note that contains the java byte code in the 3 last fields.
nysql > select id,name,driverinfo fromrouterDrivers;

B Fommm e e e e e e e e e e e e e e e e e eem e +
| id | nane | driverlinfo |
B o +
| 1] DUMW_DRIVER | har dwar e, DUMW, t ype, DUMW, os, DUMW, conm pr ot ocol , DUMWY |
| 2] CISCO Ws-C6509_I OS_TELNET | hardware, Cl SCO, t ype, W5- 6509, os, | GS, conm pr ot ocol , TELNET |
| 3| C SCO W5 C6509_| OS_SSH | hardware, Cl SCO, t ype, W5- 6509, os, | GS, conm pr ot ocol , SSH |
B T T RN oo s i - e +

3 rows in set (0.00 sec)

show's the info for 3 drivers. Note that in the above router, we had id ref of 3 - which refers to the SSH driver.

Adding in External Services



nysqgl > sel ect * fromrouterMnagers;

B demm e a e e e e,
B o ieeaaaaa
o +

| id | ipAddress | name

wsdl URL | interface

manager Di r |

o m e e ee e eeaa Fommm e e e e eeememaeaaoo
o o e e e e e e
e m e e m e dc e e e a e +

| 1] 192.124.59.130 | terapathsOl.slac.stanford.edu | https://192.124.59.130: 48580
/ t er apat hsNet wor kDevi ceControl | ers/tpsNDC | G gabitEthernet3/33 | /hone/terapaths/routerConfig |

1 rowin set (0.00 sec)

nmysqgl > sel ect * fromrenoteLANServi ceURL;

L L Fomm e e e aeaaas Foemmaa oo
B R +

| ipAddress | mask | maskedl pAddress | prefix |

wsdl URL | preference
I I R Fomm e
T N . Fommmmmeaaaaa +

| 198.124.220.0 | 255.255.255.0 | 3330071552 | 24 | http://198.124.220.9: 48588
/ t er apat hsRenot eTPsLi st ener s/t psRTPsL | 0|

L L Fomm e e e aeaaas Foemmaa oo

B R +

1 rowin set (0.00 sec)

Router Configuration

Certain rules need to be put in place on the router:

swh-i epm 10g(confi g)#m s qos

swh-i epm 10g( confi g) #6onf orm acti on set-dscp-transnit 26 exceed-action drop
swh-i epm 10g( confi g) #$onf orm acti on set-dscp-transnit 18 exceed-action drop
swh-i epm 10g( confi g) #$onf orm acti on set-dscp-transmt 10 exceed-action drop
swh-i epm 10g( confi g) #$conf orm acti on set-dscp-transmit 46 exceed-action drop
swh-i epm 10g( confi g) #$acti on set-dscp-transmit 34 exceed-action drop

swh-i epm 10g( confi g) #$acti on set-dscp-transnit 39 exceed-action drop

swh-i epm 10g( confi g) #$ conformacti on set-dscp-transmt 56 exceed-action drop
swh-i epm 10g(confi g) #$nf orm acti on set-dscp-transmt 8 exceed-action drop
swh-i epm 10g( confi g) #$nform action set-dscp-transmit 16 exceed-action drop
swh-i epm 10g(confi g) #

swh-i epm 10g(confi g) #

swh-i epm 10g(confi g) #

swh-i epm 10g( confi g) #cl ass-map natch-all CS1_out

swh-i epm 10g(confi g-cmap) # nmat ch access-group name CS1_out

swh-i epm 10g( confi g- cmap) #cl ass-map match-all CS2_out

swh-i epm 10g(config-cmap)# match access-group nanme CS2_out

swh-i epm 10g( confi g- cmap) #cl ass-map match-all CS7_out

swh-i epm 10g(confi g-cmap)# match access-group name CS7_out

swh-i epm 10g( confi g- cmap) #cl ass- map match-all CS47_out

swh-i epm 10g(config-crmap)# natch access-group name CS47_out

swh-i epm 10g( confi g- cnap) #cl ass-nap match-al |l EF_out

swh-i epm 10g(config-cmap)# natch access-group name EF_out

swh-i epm 10g( confi g- cmap) #cl ass- map match-al |l AF41_out

swh-i epm 10g(config-cmap)# nmatch access-group name AF41_out

swh-i epm 10g( confi g- cmap) #cl ass- map match-all AF31_out

swh-i epm 10g(confi g-cmap)# match access-group name AF31_out



swh-i
swh-i
swh-i
swh-i
swh-i
swh-i
swh-i
swh- i
swh-i
swh-i
swh-i
swh-i
swh-i
swh-i
swh-i
swh- i
swh-i
swh-i
swh-i
swh-i
swh-i
swh-i
swh-i
swh-i
swh-i
swh-i
swh- i
swh-i
swh-i
swh-i
swh-i
swh-i
swh-i
swh-i
swh- i
swh-i
swh-i
swh-i
swh-i
swh-i
swh-i
swh-i
swh- i
swh-i
swh-i
swh-i
swh-i
swh-i
swh-i
swh-i
swh- i
swh-i
swh-i
swh-i
swh-i
swh-i
swh-i
swh-i
swh- i
swh-i
swh-i
swh-i
swh-i
swh-i
swh-i
swh-i
swh- i
swh-i
swh-i
swh-i
swh-i

epm 10g( confi g- cmap) #cl ass- map natch-all AF21_out

epm 10g(config-cmap)# match access-group nane AF21_out
epm 10g( confi g- cmap) #cl ass-map natch-all AF11_out

epm 10g(config-cmap)# match access-group nane AF11_out
epm 10g( confi g- cmap) #

epm 10g( confi g- cmap) #cl ass-map match-all CS47_in

epm 10g(config-cmap)# match access-group nanme CS47_in
epm 10g(confi g- cnap) #cl ass-map match-all AF41_in

epm 10g(confi g-cmap)# match access-group nane AF41_in
epm 10g( confi g- cnap) #cl ass-map match-all EF_in

epm 10g(config-cnap)# match access-group name EF_in
epm 10g(confi g- cmap) #cl ass-map match-all AF21_in

epm 10g(config-cnap)# match access-group name AF21_in
epm 10g( confi g- cmap) #cl ass-map match-all AF31_in

epm 10g(config-cmap)# match access-group nanme AF31_in
epm 10g(confi g- cnap) #cl ass-map match-all AF11_in

epm 10g(confi g-cmap)# match access-group nane AF11_in

epm 10g( confi g- cnap) #cl ass-map match-al |

CSl_in

epm 10g(config-cmap)# match access-group nane CS1_in

epm 10g( confi g- cmap) #cl ass-map match-al |

CS2_in

epm 10g(config-cmap)# match access-group nane CS2_in

epm 10g( confi g- cnap) #cl ass-map match-al |

CS7_in

epm 10g(config-cmap)# match access-group nane CS7_in

epm 10g( confi g- cmap) #
epm 10g( confi g- cnap) #
epm 10g( confi g- cmap) #

epm 10g( confi g- cnap) #pol i cy- map QoS _r2_out

epm 10g( confi g- pmap) #

epm 10g( confi g- pmap-c) #
epm 10g( confi g- pmap-c) #
epm 10g( confi g- pmap-c) #

epm 10g( confi g- pmap-c) #$action set-dscp-transmit 16 exceed-action drop

epm 10g( confi g- pmap-c) #
epm 10g( confi g- pmap-c) #

epm 10g( confi g- pmap-c) #$acti on set-dscp-transmit 10 exceed-action drop

epm 10g( confi g- pmap-c) #
epm 10g( confi g- pmap-c) #
epm 10g( confi g- pmap-c) #
epm 10g( confi g- pmap-c) #
epm 10g( confi g- pmap-c) #
epm 10g( confi g- pmap-c) #
epm 10g( confi g- pmap-c) #
epm 10g( confi g- pmap-c) #

epm 10g( confi g- pmap-c) #$ti on set-dscp-transmt 8 exceed-action drop

epm 10g( confi g- pmap-c) #
epm 10g( confi g- pmap-c) #
epm 10g( confi g- pmap-c) #
epm 10g( confi g- pmap-c) #
epm 10g( confi g- pmap-c) #

cl ass EF_out

cl ass CS2_out
pol i ce aggregate CS2_CAP

cl ass AF11_out
pol i ce aggregate AF11l_CAP

cl ass AF21_out

pol i ce aggregate AF21_CAP
cl ass AF31_out

pol i ce aggregate AF31_CAP
cl ass AF41_out

pol i ce aggregate AF41_CAP
cl ass CS1_out

pol i ce aggregate CS1_CAP

cl ass CS47_out

pol i ce aggregate CS47_CAP
cl ass CS7_out

pol i ce aggregate CS7_CAP

epm 10g(confi g- pmap-c)#policy-map QS r2_in
epm 10g(confi g- pmap) # class EF_in

epm 10g( confi g- pmap-c) #
epm 10g( confi g- pmap-c) #
epm 10g( confi g- pmap-c) #
epm 10g( confi g- pmap-c) #
epm 10g( confi g- pmap-c) #
epm 10g( confi g- pmap-c) #
epm 10g( confi g- pmap-c) #
epm 10g( confi g- pmap-c) #
epm 10g( confi g- pmap-c) #
epm 10g( confi g- pmap-c) #
epm 10g( confi g- pmap-c) #
epm 10g( confi g- pmap-c) #
epm 10g( confi g- pmap-c) #
epm 10g( confi g- pmap-c) #
epm 10g( confi g- pmap-c) #
epm 10g( confi g- pmap-c) #
epm 10g( confi g- pmap-c) #

trust dscp
class CS2_in
trust dscp
class AFl1ll_in
trust dscp
class AF21_in
trust dscp
class AF31_in
trust dscp
class AF41_in
trust dscp
class C347_in
trust dscp
class CS7_in
trust dscp
class CSl_in
trust dscp

epm 10g(confi g- pmap-c)#i p access-1ist extended AF1l_in

epm 10g(confi g-ext-nacl )#i p access-1ist extended AF11l_out

epm 10g(confi g-ext-nacl)#i p access-1list extended AF21_in



swh-i epm 10g(confi g-ext-nacl)#i p access-1ist extended AF21_out
swh-i epm 10g(confi g-ext-nacl)#i p access-list extended AF31_in
swh-i epm 10g(confi g-ext-nacl)#i p access-1ist extended AF31_out
swh-i epm 10g(confi g-ext-nacl ) #i p access-list extended AF41_in
swh-i epm 10g(confi g-ext-nacl)#i p access-list extended AF41_out
swh-i epm 10g(confi g-ext-nacl )#i p access-1ist extended CSl_in
swh-i epm 10g(confi g-ext-nacl)#i p access-list extended CS1_out
swh-i epm 10g(confi g-ext-nacl)#i p access-list extended CS2_in
swh-i epm 10g(confi g-ext-nacl )#i p access-1ist extended CS2_out
swh-i epm 10g(confi g-ext-nacl)#i p access-list extended CS47_in
swh-i epm 10g(confi g-ext-nacl)#i p access-1ist extended CS47_out
swh-i epm 10g(confi g-ext-nacl)#i p access-list extended CS7_in
swh-i epm 10g(confi g-ext-nacl)#i p access-list extended CS7_out
swh-i epm 10g(confi g-ext-nacl )#i p access-1ist extended EF_in
swh-i epm 10g(confi g-ext-nacl)#i p access-list extended EF_out
swh-i epm 10g(confi g-ext-nacl)#
swh-i epm 10g( confi g-ext-nacl)#
swh-i epm 10g(confi g-ext-nacl)#int gi5/2
swh-i epm 10g(config-if)#
swh-i epm 10g(config-if)#
swh-i epm 10g(config-if)#
swh-i epm 10g(config-if)#servi
swh-i epm 10g(config-if)#service-policy in
swh-i epm 10g(config-if)#service-policy input ?

WORD policy-map nane
swh-i epm 10g(config-if)#service-policy ?

history Keep history of QoS netrics

i nput Assign policy-map to the input of an interface

out put Assign policy-map to the output of an interface

swh-i epm 10g(config-if)#int vlan59
swh-i epm 10g(config-if)#
swh-i epm 10g(config-if)#

swh-i epm 10g(config-if)#service-policy input QS_r2_out

swh-i epm 10g(config-if)#

swh-i epm 10g(config-if)#

swh-i epm 10g(config-if)#

swh-i epm 10g(config-if)#

swh-i epm 10g(config-if)#

swh-i epm 10g(config-if)#ms qo

swh-i epm 10g(config-if)#ms qos ?
bri dged bri dged keyword
dscp-nutation nutation keyword
exp-nut ation exp nutation keyword

| oopback | oopback cabl e between LAN and WAN port

nmpl s npl s keyword
swh-i epm 10g(config-if)#m s qos br
swh-i epm 10g(config-if)#m s qos bridged ?

<Cr>

swh-i epm 10g(config-if)#m s qos bridged

WAN Configuration



nysql > updat e renot eLANServi ceURL set wsdl URL=" http://198. 124. 220. 9: 8080/ t er apat hsRenpt eTPsLi st ener s/t psRTPsL'
wher e i pAddress='198.124.220.0';

Query OK, 1 row affected (0.00 sec)

Rows matched: 1 Changed: 1 Warnings: 0

nysqgl > sel ect * fromrenoteLANServi ceURL;

o o o e -
o m m m e e e e e e e e e e e e e e e e e e e e e e e e e mmmmmmmmmmeoo o e e o - +

| i pAddress | mask | maskedl pAddress | prefix |

wsdl URL | preference |

B B B f
o Fom e o - +

| 198.124.220.0 | 255.255.255.0 | 3330071552 | 24 | http://198.124.220.9: 8080
/ ter apat hsRenot eTPsLi st ener s/t psRTPsL | 0 |

o o o e -

o m m m e e e e e e e e e e e e e e e e e e e e e e e e e mmmmmmmmmmeoo o e e o - +

1 rowin set (0.00 sec)

Now enter an IP address in the reservation form with destination 198. 124. 220. 134.

Quick validation on the reservations table:

nysqgl > select * fromreservations;

R LT T R T T LR LT R T T Fommmmaea ommmemana
B B B B B B B
oo oo oo LI o I +

| id | rel atedReservationlds | startTine | duration | protocol |
direction | bandw dt hCl assName | bandwi dth | tineout | userNanme | who | srclp |
srcPortMn | srcPortMax | destlp | destPortMn | destPortMax | status |

B o m o m e e e e e e e e e e e e e e e e eeeeeeaaa B [ [ R
S S o m e a - e o m e a - o m e a - S
Foemmm e T T TP T o drmmmeean +

| SLAC- 1195067218060 | OSCARS, ERROR- NULL_RESPONSE&ERROR- NULL_RESPONSE | 1195070400000 | 3600 | tcp |
bidirectional | AF21 | 50000000 | 1195074000000 | terapaths | terapaths | 192.124.59. 200 |
10000 | 10000 | 198.124.220.134 | 10000 | 10000 | pending |

S g B [ [ SR
. Feemmeeiiiaieaaaas e R e e .

B B o e e e B oo - S, +

1 rowin set (0.00 sec)

Note the OSCARS instance has thrown an error here; but this version of terapaths (due to debugging etc) accepted the end-to-end reservation.

Configuring Destination Subnets

Two tables must be configured, r enot eLANSer vi ceURL handles the mapping of endpoint subnets to the terapaths service endpoint. WANSer vi ceURL
handles the WAN service to communicate to for the subnets defined.



nysql > sel ect * fromrenoteLANServi ceURL;

o o o Fommema -
o B +

| i pAddress | mask | maskedl pAddress | prefix |

wsdl URL | preference |

B B B oo -

o m e e e R +

| 198.124.220.0 | 255.255.255.0 | 3330071552 | 24 | http://198.124.220.9: 8080
/t er apat hsRenpt eTPsLi st ener s/t psRTPsL | 0 |

o o o Fommema -
o B +

1 rowin set (0.00 sec)

nysqgl > sel ect * from WANSer vi ceURL;

o o o e - Fm e e e
o m e e e s +

| i pAddress | mask | maskedl pAddress | prefix | wsdl URL

| preference |

B B B f o m m m m e e e e e e e e e e e e e e e e e e e e e
B +

| 198.124.220.0 | 255.255.255.0 | 3330071552 | 24 | OSCARS, https://oscars. es. net/axis2/servi ces/ OSCARS
| 0|

o o e Fommme o Fm e e e
Fommemeeeeas +

1 rowin set (0.00 sec)

Getting the DOE Certificate

Use firefox.

® Request a new certificate

® add the certificate to your browser by going to ht t p: / / pki 1. doegri ds. or g/ ca: Go to 'Retrieval' -> 'Import CA Certificate Chain' -> 'Import
the CA certificate chain into your browser' -> 'Submit'

* when you get an email back from the DOE, click on the link to retrieve your certificate; scroll to the bottom and click on 'import your certificate'

® in firefox preferences' '‘advanced' -> 'encryption' -> 'view certificates'

Select your certificate and click on 'backup’

save the file as p12 format and enter your password that you used on the DOE Cert form.

Setting up certificates for OSCARS

Create a directory for where the certs will be kept. We need to use keytool to copy the DOE cert into the keystore, and then make an useable alias for the
cert. This alias will then be used in the 2 property files for Terapaths.

Get the repo (you could create this manually, but i got it from Dimitri)

[terapaths@erapaths ~]$ pwd
/ home/ t er apat hs/ r epo
[terapaths@erapaths ~]$ unzip repo.zip
Archive: repo.zip
creating: repo/
nflating: repo/axis2.xm
nflating: repo/jetty-6.1.5.jar
nflating: repo/log4j.properties
creating: repo/ nodul es/
nflating: repo/nodul es/ranpart-1.3. mar
nflating: repo/sec-client.jks (need to add own cert)
nflating: repo/sec-client.properties
creating: repol/services/
nflating: repo/ssl-keystore.jks (used for contacting oscars server - does not need to be changed)

currently, the password that we put into the keystore must be kept in the sec-client.jks file.


http://pki1.doegrids.org/ca

/homelterapaths/repo/sec-client.jks

org. apache. ws. security. crypto. provi der =org. apache. ws. security. conmponents. crypto. Merlin
org. apache. ws. security.crypto.nerlin. keystore.type=jks

org. apache. ws. security. crypto. nerlin. keystore. passwor d=passwor d

org. apache. ws. security.crypto.nerlin.file=sec-client.jks

net.es.oscars. client.security. PWCal | back. keypass=<sonmepasswor d>

We now want to import our certificate that we got from the DOE and saved as a .p12 file in firefox into the keystore sec-client.jks. Note that the default
password used here for the keystore is 'password'.

[terapaths@erapaths repo]$ /usr/javal/jdkl.5.0_13/bin/java -cp /hone/terapaths/repo/jetty-6.1.5.jar org.nortbay.
jetty.security. PKCS12l nport <pl2 certificate file> sec-client.jks

Enter input keystore passphrase: <DOE Password>

Enter output keystore passphrase: password

Alias 0: yee-ting |Ii 940780's id

Addi ng key for alias yee-ting |Ii 940780's id

Just to check the contents of the sec-client.jks store:

[terapaths@erapaths repo] $ keytool -list -keystore sec-client.jks
Enter keystore password: password

Keystore type: jks
Keystore provider: SUN

Your keystore contains 9 entries

jra3, Sep 13, 2007, trustedCertEntry,

Certificate fingerprint (MD5): 61:02:09: AC: 22: AO: 6A: B5: AB: BA: FA: 1F: 60: B2: 6E: FD
ca, Jun 4, 2005, trustedCertEntry,

Certificate fingerprint (MD5): CA: OA: 6D: E3: Ad4: 9F: E8: 55: 98: OA: F8: 10: 66: 35: 40: C6
alice, Jun 4, 2005, keyEntry,

Certificate fingerprint (MD5): 57:CE: 81: F1: 03: C4: 2C: F7: 5B: 1A: DE: AC: 43: 64: OA: 84
esnetroot, Oct 23, 2006, trustedCertEntry,

Certificate fingerprint (MD5): 25:85:99: E6: D4: 49: F6: F2: 85: AB: BO: 69: 37: B9: 47: B8
bob, Jun 4, 2005, keyEntry,

Certificate fingerprint (MD5): 89:3E: 86:D2: 4F: 9C:. E7: 39: B6: 71: 8A: EF: 00: C5: 89: DC
root, Jun 4, 2005, trustedCertEntry,

Certificate fingerprint (MD5): OC:0D: 00: 27: BF: 4B: 32: 63: 40: A8: B2: 03: 96: 4B: 58: 14
dcsca, Mar 29, 2007, trustedCertEntry,

Certificate fingerprint (MD5): 92:21:D8:26:10: 73: OA: CE: 36: 56: 7D: F8: 6C. 65: 9E: C6
yee-ting |i 940780's id, Nov 15, 2007, keyEntry,

Certificate fingerprint (MD5): 43:F7: AD: Bl: 1B: 76: 3B: EB: 95: 8B: CE: C2: 78: AB: AD: D8
doegridsca, Oct 23, 2006, trustedCertEntry,

Certificate fingerprint (NMD5): B3:76:40: 75: F6: CA: BF: AF: 82: CA: 9A: D5: 1D: FC: 00: 97

The second to last entry show the newly inserted certificate.

Note that this created an alias 'yee-ting li 940780's id' (note that double space). We don't want to use this because the username is not very useable. So
we will clone the id:

[terapaths@erapaths repo] $ keytool -keyclone -alias "yee-ting |i 940780's id" -dest ytl -keystore sec-client.
j ks
Enter keystore password: password
Enter key password for <ytl>
(RETURN i f same as for <yee-ting |i 940780's id>)<DOE PASSWORD>



[terapaths@erapaths repo] $ keytool -list -keystore sec-client.jks
Enter keystore password: password

Keystore type: jks
Keystore provider: SUN

Your keystore contains 10 entries

jra3, Sep 13, 2007, trustedCertEntry,

Certificate fingerprint (MD5): 61:02:09: AC:. 22: AO: 6A: B5: AB: BA: FA: 1F: 60: B2: 6E: FD
ytl, Nov 15, 2007, keyEntry,

Certificate fingerprint (MD5): 43:F7: AD: Bl: 1B: 76: 3B: EB: 95: 8B: CE: C2: 78: AB: AD: D8
ca, Jun 4, 2005, trustedCertEntry,

Certificate fingerprint (MD5): CA:OA: 6D: E3: A4: 9F: E8: 55: 98: 0OA: F8: 10: 66: 35: 40: C6
alice, Jun 4, 2005, keyEntry,

Certificate fingerprint (MD5): 57:CE:81: F1: 03: C4: 2C: F7: 5B: 1A: DE: AC: 43: 64: 0A: 84
bob, Jun 4, 2005, keyEntry,

Certificate fingerprint (MD5): 89:3E: 86: D2: 4F: 9C: E7: 39: B6: 71: 8A: EF: 00: C5: 89: DC
esnetroot, Oct 23, 2006, trustedCertEntry,

Certificate fingerprint (MD5): 25:85:99: E6: D4: 49: F6: F2: 85: AB: BO: 69: 37: B9: 47: B8
root, Jun 4, 2005, trustedCertEntry,

Certificate fingerprint (MD5): OC:OD: 00: 27: BF: 4B: 32: 63: 40: A8: B2: 03: 96: 4B: 58: 14
dcsca, Mar 29, 2007, trustedCertEntry,

Certificate fingerprint (MD5): 92:21:D8:26:10: 73: OA: CE: 36: 56: 7D: F8: 6C: 65: 9E: C6
yee-ting |li 940780's id, Nov 15, 2007, keyEntry,

Certificate fingerprint (MD5): 43:F7: AD: B1l: 1B: 76: 3B: EB: 95: 8B: CE: C2: 78: AB: AD: D8
doegridsca, Oct 23, 2006, trustedCertEntry,

Certificate fingerprint (MD5): B3:76:40:75: F6: C4: BF: AF: 82: CA: 9A: D5: 1D: FC: 00: 97

The cloned cert is 2nd from top. Now lets remove the original certificate (as we have no use for it)

[terapaths@erapaths repo]$ keytool -delete -alias "yee-ting |i 940780's id" -keystore sec-client.jks
Enter keystore password: password

[terapaths@erapaths repo] $ keytool -list -keystore sec-client.jks

Enter keystore password: password

Keystore type: jks
Keystore provider: SUN

Your keystore contains 9 entries

jra3, Sep 13, 2007, trustedCertEntry,

Certificate fingerprint (MD5): 61:02:09: AC. 22: AO: 6A: B5: AB: BA: FA: 1F: 60: B2: 6E: FD
ytl, Nov 15, 2007, keyEntry,

Certificate fingerprint (MD5): 43:F7: AD: Bl: 1B: 76: 3B: EB: 95: 8B: CE: C2: 78: AB: AD: D8
ca, Jun 4, 2005, trustedCertEntry,

Certificate fingerprint (MD5): CA:OA: 6D: E3: A4: 9F: E8: 55: 98: 0OA: F8: 10: 66: 35: 40: C6
alice, Jun 4, 2005, keyEntry,

Certificate fingerprint (MD5): 57:CE: 81: F1:03: C4: 2C: F7: 5B: 1A: DE: AC: 43: 64: 0A: 84
esnetroot, Oct 23, 2006, trustedCertEntry,

Certificate fingerprint (MD5): 25:85:99: E6: D4: 49: F6: F2: 85: AB: BO: 69: 37: B9: 47: B8
bob, Jun 4, 2005, keyEntry,

Certificate fingerprint (MD5): 89:3E: 86: D2: 4F: 9C:. E7: 39: B6: 71: 8A: EF: 00: C5: 89: DC
root, Jun 4, 2005, trustedCertEntry,

Certificate fingerprint (MD5): OC:0D: 00: 27: BF: 4B: 32: 63: 40: A8: B2: 03: 96: 4B: 58: 14
dcsca, Mar 29, 2007, trustedCertEntry,

Certificate fingerprint (MD5): 92:21:D8:26:10: 73: OA: CE: 36: 56: 7D: F8: 6C: 65: 9E: C6
doegridsca, COct 23, 2006, trustedCertEntry,

Certificate fingerprint (MD5): B3:76:40:75: F6: C4: BF: AF: 82: CA: 9A: D5: 1D: FC: 00: 97

Setup Terapaths to use keystores

Now we have setup the keystores. We now need to assign them to the relevant terapaths modules. There are two files, pr oxy. pr oper ti es which should
contain the keystore alias (ytl in the case above) to use to communicate with OSCARS, and axi s2. xnl - ditto.



Set up an alias on the terapaths OSCARs proxy.properties file that refers to the relevant keystore certificate.

/home/terapaths/SUNWappserver/domains/domainl/applications/j2ee-modules/terapathsOSCARSProxy/WEB-INF/classes/tps/proxy.

properties

# Proxy server properties file
enabl ed. for. servi ce. OSCARS = YES

#url . for.service. OSCARS = https://ndb3-bl nt.abil ene. ucai d. edu: 8443/ axi s2/ servi ces/ OSCARS
url.for.service. OSCARS = https://198.128. 3. 10/ axi s2/ servi ces/ OSCARS

repo. for.servi ce. OSCARS = /hone/terapaths/repo

user.for.service. OSCARS = ytl

burstLimt.for.service. OSCARS = 10000

Note that because we do not have a dns server, we have to substitute oscar s. es. net for it's IP address.

Edit axis2.xml and add user alias into the file...

/homelterapaths/repo/axis2.xml

<par anet er name="Qutfl owSecurity">
<action>
<i tens>Ti mestanp Signature</itens>
<user >yt </ user>

Server configuration

Application Server -> JVM Settings -> Path settings
add to 'd asspath Prefix' '/hone/terapaths/repo'

Application Server -> JVM Settings -> JVM Options
click 'Add JVM Option'

add to the enpty field '-Daxis2.xm =/hone/terapaths/repo/axis2. xm"
Troubleshooting

Module Permissions

We upgraded to a version of the new OSCARS proxy, however, we must also change the server.policy file to allow the server to execute the code:



/homelterapaths/SUNWappserver/domains/domainl/config/server.policy

grant codeBase "file:${com sun. aas. i nstanceRoot }/ generat ed/ ej b/j 2ee- nodul es/ t er apat hsOSCARSPr oxy/ -" {
perm ssion java.security. Al Perm ssion;

perm ssion java.lang. Runti nePerni ssion "getd assLoader"”;

permni ssion java.l ang. Runti mePer m ssion "created assLoader"”;

perm ssion java. net. Socket Perm ssion "*", "connect, accept, resol ve";
perm ssion java.io.FilePernmission "<>", "read,wite, delete";
I

grant codeBase "file:${com sun. aas. i nstanceRoot}/applications/j2ee-nodul es/terapat hsOSCARSPr oxy/-" {
perm ssion java.security. Al Perm ssion;

perm ssion java.lang. Runti nePermi ssion "getd assLoader";

permni ssion java.l ang. Runti mePer m ssion "created assLoader"”;

perm ssion java. net. Socket Perm ssion "*", "connect, accept, resol ve";
perm ssion java.io.FilePernmission "<>", "read,wite,delete";
I

Starting/Stopping the Server

In order to pick up new policies and configuraiotn files outside of the webapps, you must restart the server:

[terapat hs@ erapat hs j 2ee-nodul es]$ / hone/ t er apat hs/ SUN\Wappser ver/ bi n/ asadnmi n st op- domai n
Donmai n domai nl1 st opped.

Deploying new modules

Log into the admin web page and click 'undeploy' under 'Applications'->"Web Applications' for the module that that you want to upgrade. Then it's a simple
task of copying the war into the autodeploy directory.

[terapaths@erapaths installation]$ cp terapathsOSCARSProxy.war /hore/terapaths/ SUN\Wappser ver/ dongi ns/ donai nl
/ aut odepl oy/

You do not need to restart the service
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