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Generating a key

First of all you will need to log onto a Linux machine e.g. noric, then generate the pair,see below. (After entropy. | hit several spaces and returns to help
entropy, however 30 mins later it had not appeared to finish), then it said it was generating the key again, | hit lots more characters and a few minutes later
it finished (see below).

[cottrel | @inger ~]$ gpg --gen-key

gpg (GwPG 2.0.14; Copyright (C) 2009 Free Software Foundation, Inc.

This is free software: you are free to change and redistribute it. There is NO WARRANTY, to the extent
permitted by |aw

gpg: keyring “/u/sf/cottrell/.gnupg/secring.gpg created
gpg: keyring “/ul/sf/cottrell/.gnupg/ pubring.gpg’ created
Pl ease sel ect what kind of key you want:
(1) RSA and RSA (default)
(2) DSA and El ganal
(3) DSA (sign only)
(4) RSA (sign only)
Your sel ection?
RSA keys may be between 1024 and 4096 bits | ong.
What keysi ze do you want? (2048)
Request ed keysize is 2048 bits
Pl ease specify how | ong the key should be valid.
0 = key does not expire
<n> = key expires in n days
<n>w = key expires in n weeks
<n>m = key expires in n nonths
<n>y = key expires in n years
Key is valid for? (0)
Key does not expire at all
Is this correct? (y/N) y

GhuPG needs to construct a user IDto identify your key.

Real nane: Roger Cottrell
Enui | address: rlacottrell @nuil.com
Comment : Les
You sel ected this USER-ID:
"Roger Cottrell (Les) <rlacottrell @nuil.con"

Change (N)anme, (CQomment, (E)mail or (Okay/(Quit? O
You need a Passphrase to protect your secret key.

can't connect to “/u/sf/cottrell/.gnupg/S. gpg-agent': No such file or
directory

gpg- agent [ 6645]: directory “/u/sf/cottrell/.gnupg/private-keys-vl.d'
created

We need to generate a lot of randombytes. It is a good idea to perform
sone other action (type on the keyboard, nove the nouse, utilize the

di sks) during the prine generation; this gives the random nunber
generator a better chance to gain enough entropy.

We need to generate a |lot of randombytes. It is a good idea to perform
sonme ot her action (type on the keyboard, nove the nouse, utilize the

di sks) during the prime generation; this gives the random nunber
generator a better chance to gain enough entropy.
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gj hgj hf hf ui ui ouormmmnbb /u/sf/cottrell/.gnupg/trustdb. gpg:
trustdb created
gpg: key 271CFOE9 narked as ultimately trusted
public and secret key created and signed.

gpg: checking the trustdb
gpg: 3 marginal (s) needed, 1 conplete(s) needed, PGP trust nodel
gpg: depth: 0 wvalid: 1 signed: 0 trust: 0-, 0g, On, Om Of, 1u
pub  2048R/271CFOE9 2013-09-11
Key fingerprint = OB4F EC8A D1DO 568A 654C BD99 B058 14A9 271C FOE9
uid Roger Cottrell (Les) <rlacottrell @mail.conmr
sub  2048R/ 87C7DB76 2013-09-11

[cottrell @inger ~]$ [cottrell @inger ~]$ Is -la .gnupg/
total 62

drwx------ 3 cottrell sf 2048 Sep 10 22:35 ./

drwxr-xr-x 108 cottrell sf 49152 Sep 10 21:50 ../

dr wx------ 2 cottrell sf 2048 Sep 10 22:06 private-keys-vl.d/
SIWe-ee--- 1 cottrell sf 1203 Sep 10 22:35 pubring. gpg

STW - - - - - 1 cottrell sf 1203 Sep 10 22: 35 pubring. gpg~
STW-- - - - 1 cottrell sf 600 Sep 10 22: 35 random seed
SPW--m-- 1 cottrell sf 2581 Sep 10 22:35 secring. gpg
STW-- - - - 1 cottrell sf 1280 Sep 10 22: 35 trustdb. gpg

Set up privileges for .gnupg directory

Initially after generating the key, you will get a .gnupg directory with something like:

raj aasad@oric37 $ fs la .gnupg
Access list for .gnupg is
Nornmal rights:

systemslac rl

system admi ni strators rlidwka

syst em aut huser rl

raj aasad rlidwka

But you need to get rid of the first and the third entry by executing:

fs sa systemslac none system aut huser none

Now you will have the following privileges:

raj aasad@oric37 $ fs la .gnupg
Access list for .gnupg is
Normal rights:
system adni ni strators rlidwka
raj aasad rlidwka

Exporting the key



208cottrel | @inger: ~$gpg --export -a "Roger Cottrell" > public_key
209cottrel | @i nger: ~$cat public_key

----- BEG N PGP PUBLI C KEY BLOCK- - - - -

Version: GiuPG v2.0.14 (G\U Li nux)

MQENBFI v+r 4BCADn5ns00KvPE3S2f uOgBlwCvbgh4Jy SYr VWIr ADn58ni En6a593
6JbnW22CIsks1EQ PVngEFI xZi NxYChMLMYJ3/ f QDhoTKel TUr cnXVHRQMzu21
3E11TASUBRKXT4DG 10LgTTDGEC Cpwf / LI 1+Z1STNLVI76nBK+e/ i 4LONVr e+u2
vDl pi ML8NumNShL60LJVPDY6ULI 00UHgGS4v/ cFvn1Z8xr f wRdJ | ar 8vyR+qZcOm
41 2ZG0k| KXUI Lt pvhsq99JASIRIBEz40ec+UPbGr5Ux6G Pt 6VFOt EGDGAQ qvM

gxFr JELR/ HCOAWd] LI ayZQEp+Kz8l 9Qcs Y7JABEBAAGOLFIvZ2Vy| ENvdHRy ZWks
| ChMZXMpl DxybGFj b3ROcmVsbEBnbWFpbC5j b20+i QE4ABBVBAgAI BQUSL/ g+AhsD
BgsJCAcDAgYVCAI JCgsEFgl DAQ eAQ XgAAKCROMBSpJxzw6S1v CADf 7cucsnDR
rvdt LZ+GpQ Edqv@r W6D6f Mshzay0DzLkBpLzNr 56Rkxx5ngzi WevnGYuBZ7kt T
zGG cbhPt U2Zf 3X1Kf uJ C2f OQGc W UGApxhU39EXgv XNO5Lf TAFyv/ wZaGSM nVe
er HVbj m2MhHA56NSp2XW2gRRu/ NPLe X3G+2qch6Xf ak4K4ZashW e071 xB9G6auc
RUKSMT/ JzPSEdnNbX6/ 51 MJ Set 5YYmUMIf xNAToQAMKL+Dt uSqNXm+ngLJIHE2K5¢
2j t +OFE5+HVpHN7| CG 4YFOHt Yp+ONogSFUKkpf | UMINDI Ol 9r 5T7F1bx9wj 440vK
Gdau4OXSXywYuQENBFI v+r 4BCACaGbe4j 2GlEy HCLCEnZX+s5BE8OEHFr wj cYwf G
ks3y6f ZG+5hr xsWWBs1ZsQ p4Xl Jbywzr | +XDuopxVpxKIDITGSh48bDWONggKCT
unuVWNB6pK22PQqu0Ji t vNCWal yi 30WGd5Rr oeHYq59AHz AgL+N2nf uDGF33Thbk
f gR13owzau7yQPPf vyhzpnZ4Bk/ k1gRDekl ASYTANN9i | 5V/ uqf BQ\t 6gOB+A7JE
yf DTG aaOMgRORWt i hCt 5U2M 7s++PgRBTzMIPx QG6DUei 5MS+Xf z9LU2BWS9H

cdQANMELY7hpY+LozHpr 7Ni 041 PqYFt R5XRYbCr gT9T4/ 4ONABEBAAGI ARBEGAEC
AAKFAI | v+r 4COMACgk s FgUqScc80n4l AgAkhsGXj sP+s/ SJv+VMITI j nbe6br O
DZz0l / YI hot uMTegwDWIP2EdeNi 3zML9n9CB9Zkonj r Sr ot uJ+VWNA2hTXndnuDj f

7ppXG& / H HhoONnS50l gkqi 3j W6xGs YXIm dK+l 7UDXeCvYv6y MBnDbx CA72FVER
f BbNxLf nr eLOCvbgj Yr OVnXY03sXDc Xl BgaMrUM242] nYAKI nBRn5Lesi bz YAN3
DXh5QYYLgENMUv z XwaEpH3Uh| +Euny UA3pdMol YOI Tn2WMUVmZnNXaS02Xet VRm
k9EWKk XpVy xHSI +9PSsqr WwaXKk4j UTf ek/ RyVTpOChVZSScwer uYkl zBg==

=r yhi

————— END PGP PUBLI C KEY BLOCK- - - - -

Make the key publicly available

We use ftp to do this so the key will show up at:

ftp://ftp.slac.stanford. edu/ pgp/cottrell/cottrell.publickey

This is done by moving the public_key generated above to the ftp space;

217cottrel | @inger:$nv ~cottrell/public_key /afs/slac.stanford.edu/public/pgp/cottrell/cottrell.publickey

Adding someone else's public key to your keyring

Get the other person's public key (they may email it to you or put it in a publicly accessible place). Assuming you have put it in your home directory at
public.key, then

gpg --inport public.key

You will then need to sign the key. Before you do this you may want a list of keys in your keyring:



113cottrel | @i nger:~$gpg --1list-keys
/ulsflcottrell/.gnupg/pubring.gpg

pub  2048R/271CFOE9 2013-09-11
uid Roger Cottrell (Les) <rlacottrell @mail.conmr
sub  2048R/ 87C7DB76 2013-09-11

pub 2048R/ 0COD6DCB 2013- 09- 08
uid Martin Emmerson <enmer son@ el emage. conp
sub 2048R/ 9993A460 2013-09-08

To sign the key you can proceed as follows:

114cottrel | @i nger: ~$gpg --sign-key 'Martin Emrerson’

pub 2048R/ 0COD6DCB created: 2013-09-08 expires: never usage: SC
trust: unknown validity: unknown
sub 2048R/ 9993A460 created: 2013-09-08 expires: never usage: E

[ unknown] (1). Martin Emmerson <emrerson@ el emage. conr

pub 2048R/ 0COD6DCB created: 2013-09-08 expires: never usage: SC
trust: unknown validity: unknown
Primary key fingerprint: F61E OD6F F7E8 16El C776 01CO 8470 9956 0COD 6DCB

Martin Emmerson <enmer son@ el emage. conp

Are you sure that you want to sign this key with your
key "Roger Cottrell (Les) <rlacottrell @nail.conp" (271CFOE9)

Really sign? (y/N vy

You need a passphrase to unlock the secret key for
user: "Roger Cottrell (Les) <rlacottrell @nuil.com"
2048-bit RSA key, |D 271CFOE9, created 2013-09-11

can't connect to “/u/sf/cottrell/.gnupg/S. gpg-agent': No such file or directory

I don't think you need to worry about the "can't connect to “/u/sf/cottrell/.gnupg/S.gpg-agent’: No such file or directory" it is probably out of sync STDERR
outout from when it found out you needed to sign the key.

The --sign-key option is a short cut for --edit-key found in http://www.gnupg.org/gph/en/manual.html.

Reading an encrypted message from somebody

Assume you got the message (e.g. as an email enclosure) and you copied it to your home directory as:

203cottrel | @annon: ~$gpg -d nmsg-frommartin.asc >!' junk

You need a passphrase to unlock the secret key for
user: "Roger Cottrell (Les) <rlacottrell @nuil.conm"
2048-bit RSA key, | D 87C7DB76, created 2013-09-11 (main key |D 271CFOE9)

gpg: encrypted with 2048-bit RSA key, |D 87CrDB76, created 2013-09-11

"Roger Cottrell (Les) <rlacottrell @nail.conp"
gpg: Signature made Thu 12 Sep 2013 10: 28: 38 AM PDT usi ng RSA key | D 0C0D6DCB
gpg: Good signature from"Martin Emmerson <enmerson@ el emage. conp"
gpg: WARNING This key is not certified with a trusted signature!
gpg: There is no indication that the signature belongs to the owner.
Primary key fingerprint: F61E OD6F F7E8 16El C776 01CO 8470 9956 0COD 6DCB 113

The decrypted output is written to STDOUT, here redirected to junk.


http://www.gnupg.org/gph/en/manual.html

The WARNING (if it appears) means you have not signed the key yet (see above for how to sign).

Documentation

See http://www.gnupg.org/documentation/guides.en.htmi


http://www.gnupg.org/documentation/guides.en.html
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