Web based Security for
GLAST

Easily integrate centralized
security into your SLAC web
pages and web applications
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Outline

 This week

— The problem
* GLAST web security requirements
* Goals

— The glast-profile project
— How to use

» Secure JSP web pages now
— Parts of JSP pages
— Entire directories of web pages

* Next week
— Access Control Lists (ACLs — remember VMS?)

— Restricting data from Oracle queries
» Filter rows based on column data

— How it works
» Secure java things (objects, methods arguments, return values)
» Java code

o Ifthere is interest
— Calling and using the security framework from Perl and Python
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GLAST Web Security
Requirements

« We want a single security framework
— We currently have three (that | know of)
— Require
* Login
* Logout
* Lockdown
* Auditing
* Permission assignments
 Can't be complicated
— No programming
» Declarative security (configuration files)
e if (role == “ADMINISTRATOR”) { .. } NO!
— Eeasy to use from Dreamweaver

* Must be complete

— Applicable to
* Web pages (sections of JSP pages as well as entire directories of pages)
» Java objects, methods, arguments, return values
* Oracle queries, etc.
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Goals

e Integrate with SLAC accounts
— But not limited to SLAC accounts (JIRA/Confluence)
» Central repository of GLAST user profile information
— Username and password at a minimum
— Other user details
« email address (“Reply to this email” for verifying accounts)
* ICQ, AOL, MSN, etc... (Pat’s database?)
* Full name, home institution, address etc. (Karen’s database?)
 Web-based

» Easy to use from JSP pages
» Developers can register their applications and create roles for them
» Users can edit (only) their information
— System uses its own framework to protect itself
* Provide login for JIRA and Confluence

* Integrate with Perl and Python
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The glast-profile project

e Java project

— . jar file for other Java projects to use (web-based or
not)

— _war file for web front-end

» Register applications
* Define roles
o Edit user information

e CVS
— Module name is glast-profile

e Currently backed by MySQL database
— Oracle just a matter of Configuration

 Maven, Spring, Acegi Security, Hibernate, CAS

5/27/2005 Matthew D. Langston

GLAST, Stanford Linear Accelerator Center



How to Use:
Directory Layout

—l-[== weba
-2 MpEprA-INF - - - -
R Y Anything in this directory
= ?;Ead_?ﬁﬁgdsp is protected by SSL
+-= lib
applicationContext. xml -
ﬁljlsp.prnperﬁes ! ‘\ To use all of 'thIS,
log#.properties add this file...
i [web.xml ]
E casfailed.jsp
index.js . . - .
| i ...and edit this file. Notice that
all security is declarative.
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How to use

©J GLAST CAS Client Example - Mozilla Firefox
File Edit View Go Bookmarks Tools Help

QZ' 5 I—: b % l:i @ ||_| http: flocalhost/cas-dient-example

] ZebraTables: Alist... [ ] €SS Structure and R... |_| Style Sheets - 183 0. IJ PrettyPrinter.de, an... ':! 11 Shell-Shocked :: ... |_| The <aida:*> tag lib... ||

x Disable= E:h CS5 i.'r'nl Forms= ¥ Imagesw 'ﬁ' Information= Miscelaneous= gz outliner £2 Resizer % Toolsw ﬁ View Source LT_“] OptionsT
If vou were logged in and you are a member of the appropriate ROLEs vou could see the secrets.

Click here to go to a super-secret page that requires vou to log in to the GLAST single sign-on service and that can only be seen using SSL.

Then click the home button to come back 10t pemesand scc the secrets if you have the appropriate permissions.

. ER;rms i{iﬁnﬁf}i?tratmls can see ﬂt;i:c. secret message: :::1 /__' linaie STt Bos
+ Pipeline Administrator's can see this secret message:
+ DPipeline Managers's can see this secret message; ¥*** %% %% prutectn_ed parts DfJSP
+ Pipeline User's can see this secret message; ***%*%%% pages WIt_hDUt Iogglng in
+ Release Manager Administrator's can see this secret message: ******** and having the proper
* System Test Administrator's can see this secret message; ******** pEI’I‘I‘]iSSiDnS.
¢ System Test Manager's can see this secret message; **¥** %% %%
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) GLAST: Login - Mozilla Firefox

File Edit Wew Go Bookmarks Tools Help

@ - E{} b @ |;:£‘3_j:| @ E htu:us:Hglast-gru:uund.slac.stanﬁ:urd.Edufcas,-"lngin?{service=h1:u:|s%3.-5.%ZF%ZFIDcthDst%ZFcas-dientfxampIE%Fj_acegi_cas_semritv_dﬁed:

e

\®. :: Shell-Shodked :: ... |:| The <aida:*> tag lib... D elsdoerfer

5T I_T"_] View Source ﬁ‘_:—l Options=

El Zebra Tables: A List ... D CS5 Structure and R... |__| Style Sheets - 183 0... El PrettyPrinter.de,
x Disablex css+ (%) Forms= &% Images~ ﬁ' Information= Miscellaneous™ Eﬁ outliner & Resize~

single sign-on CAS Automatically
----------------------------------------------------------------------------------------------------- redirects the browser
back to your application

You have Mgguested access to a site that requires GLAST authefitication.

SR SRS R Enter your GLASL MetlD and password below; then dick ogfthe Legin button to continue.

Be wary of any program or web

p 5 you for your

GLAST NetlD and password GLAST NetID: |Eangstor: |
Secure GLAST web pages that

ask you for your NetlD and Password: I"m"" |
password will always have

UBL= that use HTTPS. For ] Warn me before logging me in to other sites.

example, the URL =hould look like
: ; agin
thi= exampie 9

hitp=://glast-ground.slac.stanford.edu

In gddition, your browser should
visually indicate that you are
accessing a secure page

12004

{11}
(7]
(=1

Copyright tanford Linear Accelerator Center, All Rightz Reserve

Contact: langston@slac.stanford edu
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¥ GLAST CAS Client Example - Mozilla Firefox M=
File Edit View Go Bookmarks Tools Help

o, -~
<E| - LVR - @ £ad @ ||_| http: {localhostfcas-dient-example index, jsp V| @ co |G1,
[ ] Zebra Tables: A List... | | C555Structureand R... | | Style Sheets - 183 0... | | PrettyPrinter.de, an... »»
x Disable~ E::: CssT ,iﬂ Forms* #% Images™ 'ﬁ' Information= Miscellaneous~ gz Outline~ Resizer % Tools~ [ﬁl Vig

logout
You are logged in with the username "langston”

You have the following roles:

. ROLE_GRITS_ADMINISTRATOR
. ROLE_PIPELINE MANAGER
. ROLE_SYSTESTS_ADMINISTRATOR

These are the allowed roles:

ROLE_GRITS_ADMINISTRATOR
ROLE_PIPELINE_ADMINISTRATOR
ROLE_PIPELINE_MANAGER
ROLE_PIPELINE_USER
ROLE_RM_ADMINISTRATOR
ROLE_SYSTESTS_ADMINISTRATOR
ROLE_SYSTESTS_MANAGER

1
2.

e

¢ GRITS Administrator's can see this secret message: You are a good person.
+ DPipeline Administrator's can see this secret message; #**%% %%

+ Pipeline Managers's can see this secret message: Paris Hilton is a bad girl.

+ DPipeline User's can see this secret message; ********

¢ Eelease Manager Administrator's can see this secret message; ¥*****%%

+ System Test Administrator's can see this secret message: Java is good.

¢ System Test Manager's can see this secret message; ****®%=*
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©) GLAST Super Secret Page - Mozilla Firefox |:| |§|rz|
File

QEI - L:_) - %I |:| @ ||_|Ihttps:]ﬂm:alhc:st,.’n:as—dient—exampleﬁsemre,{debug.jspI

| ] Zebra Tables: A List... || CS5 Structure and

Edit View Go Bookmarks Tools Help

v © |G,

Home

Impossible to browse any
page in this directory
The Context implements SecureContext. wihtout gDing thrDUgh SSL

Context on ContextHolder is of type: net.sf acegisecurity.con

Authentication object is of type: net.sf acegisecurity providers.cas. CasAuthenticationToken

Authentication object as a String: net sf acegisecurity providers.cas. CasAuthenticationToken(@ 13d0fea: Username: langston:
assword: [PEOTECTED ] Authenticated: true; Details: nu]l;[ﬁranted Auﬂmritfﬁ:lRDLE_GRITS_ADMSTRATDR:
AGER, ROLE_SYSTESTS_ADMINISTRATOR; dentials (Service/Proxy Ticket):
2x60Xnp0PAV; Proxy-Granting Ticket IOU: ; Proxy List

ST-33-RW 1wuKy

Ids the following granted anthorities:

Authentication object

SLAC password inaccessible to
programmers (per DOE requirements) Roles automatically
retrieved from database

SUCCESS! Your web filter appears to be propetly configured!
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%2 taglib prefix="spring"™ uri="http://www.springframework.org/tags" %H
<%E taglib prefix="authz" uri="http://acegisecuritv.sf.net/authz" %}]

tcp:/f/fjava.sun.com/ispSjscl/core™ %>
tcp:/ffjava.sun.com/jispSiscl/fmc" %>

<%@ taglib prefix="c" uri
%@ taglib prefix="fmt" uri=

1is Simply add this to
SRITS Administrator's can see this secret message: secure JSP pages
fauthz:authorize ifRA11Granted="ROLE GRITS ADMINTISTRATOR"X:

You are a good person.

</authz:authorizel

<authz:authorize ifNotGranted="ROLE GRITS ADMINISTRATOR":

LR

</authz:authorizel

e f1di=

eli>

can see this secret message:
nted="ROLE PTPFELINE ADMINTSTRATOR"™>

Pipeline Administrato
authz:authorize ifAllG
Santa Clau=s i= real.
lefauthz :authorize>

kauthz:authorize ifNotGrant
R R

="ROLE PIPELINE ADMINTISTRATOR™:

ke fauthz : authorize>
e lis

. Declaratively specify
Pipeline Manal roles for sections of page:
lauthz : anthor JSP pages E_HI&HI&GER":»

Pari= Hilton
lefauthz : authoXFreer

authz:authorize ifNotGranted="ROLE PIPELTNE MANAGER™>

T A

ke fauthz :authorize>
[ lix>
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Protecting Directories

<bean id="channelProcessingFilter"™ class="net.=sf.acegisecurity.securec
<property name="channelDecisionManager"><ref local="channelDeci=ic
<property name="filterInvocationDefinitionSource™>
<value>
CONVERT URL TO LOWERCASE BEFORE COMPARISON
[\2/secure/.*\ZFREQUIRES SECURE CHANNEL|

VRS a i cas securityl check.*\Z=REQUIRES SECURE CHLNNEL
VR *\Z= IRES INSECUJE CHANNEL
< /vadlles
</propercy>
</bean>

Requests for this URL require
SL using standard perl5-style
regexp
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Conclusion
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