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What is Nagios?

* System & Network monitoring application

* Example features

— Monitor

* Network Services (SMTP, POP3, HTTP, NNTP, PING, etc)
* Host Resources (processor load, disk usage, etc.)
~ Define event handlers for proactive problem resolution

* Run during service or host events
~ Notify contacts when service or host events occur or recover

~ View (via Web Interface)
* Past/Present network status



Tailored Service/Host Monitoring

* Major directives (host & service checks)

-~ contact_groups

* Name of contact group to receive notifications
- notification_interval (default, 16 hr)

* How often to re-notify contact that service remains in NON-OK state
~ notification_period (default, 24x7)

* Time-period during which notifications can be sent



Major directives cont'd...

~ notification_options
* Specifies which states to send notifications for
- E.g., Warning, Recovery, etc..
* Host notification_options
- Down, Unreachable, Recover
* Service notification_options
~ Warning, Unknown, Critical, Recover
-~ max_check_attempt

* Number of times to retry the service check before sending
notifications



Service Checks follow a logic

1) Identify a NON-OK state
2) Verify the NON-OK state (sanity checks)
3) Send Notifications

* Nagios enforces service check logic with directives

* normal_check interval

e Service is in OK state or Hard NON-OK state

* Time units to wait to retry check
* retry_check _interval

* Time units to wait to retry check when in NON-OK state
* max_check_attempts (service in NON-OK state)

* Maximum number of times to retry service check



State Types

* What are they?
- Soft state
- Hard state
* What is special about them?

~ Softs states are optionally logged (Enabled)

- Nagios only sends naotifications for

* Hard NON-OK States
* Hard Recoveries



State Types (cont'd)
* Soft

— Service or host check results in non-OK state

~ Has not yet been rechecked the number of times specified by
<max_check_attempts>

- Recovery from soft state

* Hard

— Service or host remains in non-OK state after
<max_check attempts>

- Service recovers from Hard State
~ Non-OK state but Host is down or unreachable



Service/Host groups

* Nagios allows one or more services or hosts to be grouped together

* Benefits to the End-user

~ Web Interface provides Group Display
* 24/7 Centralized status information for all group members



Notifications

* When does Nagios send notifications?

- Hard State change has occurred
* E.g., Hard Non-OK state or Hard Recovery

* Who gets notified?

-~ Members of contact group specified for that service
* Filters

-~ Program Wide (globally disable/enable)

~ Service & Host (Specified by notification_options)

~ Contact Filters (Specified by notification_options)



Nagios emailed me... What does it mean??

[NAGIOS] ** PROBLEM alert - glastinx23/Current Load is CRITICAL **

Magios Monitoring to nagios

LR R 2R Nag|0521u LR R 2 2]

Matification Type: PROBLEM

Service: Current Load

Host: glastinx23

Address: 134.79.200.43

State: CRITICAL

Date/Time: Fri Aug B 08:09:55 POT 2008
Additional Info:

CHECK_MRPE: Socket timeout after 10 seconds.

11:09 AM (2 hours ago)

Reply
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Nagios Web Interface

Accessible only behind SLAC firewall
Location

~ http://glastinx02.slac.stanford.edu/nagios/
Quick Tutorial

- How to View

* Detailed status information about a host
* History activity history of a host/service
* Information about particular service/host group
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Tactical Overview
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N a gi s-? Tactical Monitoring Overview Monitoring Performance

Last Updated 130 PDT 2008
Service Check Execution Time: 0.03/ 15.51/ 1.676 sec

Updated every S

[General | e s Service Check Latency: 0.00/0.34/ 0.141 sec
"':-I-Inrna Host Check Execution Time: 0.00 / B.03 / 0.149 sec
S Doamentation Host Check Latency: 0.00 / 0.00 / 0.000 sec
|“°n||3°|-|ng | # Active Host | Service Checks: 98/ 588

@ Tactical Overview # Passive Host [ Service Checks: 0/ 0

% Service Detail

@ Host Detail

® Hostgroup Overview

8 Hostgroup Summary Network Outages Network Health

© Hostgroup Grid Host Health: | ]
2 ost Health:

' Servicegroup Overview
‘® Servicegroup Summary - ’
® Servicegroup Grid Service Health: [:

® Service Problems

@ Host Probiems | 0Down ] 0 Unreachable
® Network Outages
Show Host:

. |1 Critical ___J __1Warning ] _0Unknown | 586 Ok
‘® Comments
® powntime
@ Process Info
‘® performance Info

® 8cheduling Queue Monitoring Features

| Event Handlers | _ Active Checks | Passive Checks

es Enabled All Services Enables es Enabled

Enabled S | All Ho: ables Al Enabled

-':,Alnrt Histogram
® Alert History

| Alert Summary
% Notifications

# Ewent Log

|COnﬂguratlon

@ View Config




Detailed Status Information about Host

806 Nagios
| « [| & ||+ | @nttp//glastinx02.slac.stanford.edu/nagios/ ~(Q- Goo
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- 4 d Current Network Status Host Status Totals Service Status Totals
N aglos Last Updated: FriAug 8 08:55:58 PDT 2008
— Updated every 80 seconds
Nagios® 2.10 - www.nagios.org 1 0 o 0 19 0 0 0 0
Logged in as ?
. Wiew History For This Host
@ Bocumentation Wigw Notifications For This Host 0 1 0 19
|View Service Status Detail For All Hosts

% Tactical Overview

% Service Detail

% Host Detail

% Hostgroup Overview
% Hostgroup Summary
® Hostgroup Grid

Service Status Details For Host
'glastinx04.slac.stanford.edu’

% Servicegroup Overview glastinx04 slac.stanford.edu Current Load QK 08-08-2008 09:54:22 0d 1h 41m 36s 1/4 OK - load average: 0.03, 0.04, 0.00
% Servicegroup Summa Ping oK 08-08-2008 09:52:13 5d21h 13m 1s 1/4 PING OK - Packet loss = 0%, RTA=0.13 ms
% Servicegroup Grid Pipeline Job Control glast OK 08-0B-2008 08:53:03  6d 1h 4m Bs 14 OK: Rmi-Server found at glast-jobcontrol)1 slac. stanford.edu:1088
¢ Status Map Fipeline Job Control glast - jmx oK 0B-0B-2008 08:53:53  0d 14h 15m 28 114 OK: Expected OK got OK
©3-D Status Map Pipeline Job Control alastme oK 08-08-2008 09:54:43  6d 1h 4m 41s 14 OK: Rmi-Server found at glast-jobcontrold siac. stanford.edu:1098
#® Service Problems Pipeline Job Control glastme - jmx QK 08-08-2008 02:50:33 0d 21h 55m 2s 1/4 OK: Expected OK got OK
% Host Problems Pipeline Job Control glastraw QK 08-08-2008 02:51:23 6d1h4m4is 1/4 OK: Rmi-Server found at glast-jobcontrold slac.stanford. edu: 1098
% Network Outages Pipeling Job Control glastraw - jmx oK 08-08-2008 02:52:13  0d 14h 14m 28s 1/4 OK: Expacted OK got OK
Show Host: 85H QK 08-08-2008 09:53:03 161d 1Zh 46m 458  1/4 55H OK - OpenS5H_5.0 (protocol 2.0)
glastinx0a Web App CalibrationTrending - tomcat(2 oK 08-08-2008 09:53:53 56d 1Bh 21m 178 1/4 OK: Expected 1 got 1
Web App ServerMonitoring - tomcat02 oK 08-08-2008 09:54:43  56d 18h 20m 39s 1/4 OK: Expected 1 got 1
Web App cruisecontrol - tormcatd2 QK 08-08-2008 02:50:33  56d 18h 20m 1s 1/4 OK: Expected 1 got 1
# Commants ext delay TEST - Pipeline Job Control glast - jmx 0K 08-08-2008 09:51:23  0d 14h 14m 48s 1/4 OK: Expected OK got OK
® Downtime ext delay TEST - Pipeline Job Control glastme - jmx oK 08-08-2008 09:52:14 0d 14h 16m 19s 1/4 OK: Expected OK got OK
# Procass Infe ext delay TEST - Pipeline Job Control glastraw - jomx QK 08-08-2008 09:53:04 0d 14h 15m 28s 1/4 OK: Expected OK got OK
T ———— ext delay TEST - Web App CalibrationTrending - tomeat02 oK 08-08-2008 09:53:54 &d 1h 4m s 1/4 OK: Expected 1 got 1
® Scheduling Queue ext delay TEST - Web App ServerMonitoring - tormeat02 oK 08-08-2008 02:54:44 6&6d1h4m5s 1/4 OK: Expected 1 got 1
ext delay TEST - Web App cruisecontrol - tomeat02 QK 08-08-2008 03:55:34 6d 1h 3m 38s 1/4 OK: Expected 1 got 1
glast-tomcat02 QK 08-08-2008 09:51:24 73d 14h 51m 16s 1/4 HTTP OK HTTP/.1 200 OK - 0,082 second response time

% Notifications
% Event Log

% View Config

18 Matching Service Entries Displayed



Detailed Status Information about Service

800 Nagios
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Service Information Service
Last Updated: Fri Aug B 09:57:44 PDT 2008 Current Load
Updated every 90 seconds

S 1 i 2 A
Logged in as 7 glastinx04

% Home
% Documentation

% Tactical Overview

% Service Detail

% Host Detail

% Hostgroup Overview

% Hostgroup Summary

® Hostgroup Grid

% Servicegroup Overview
% Servicegroup Summary
% Servicegroup Grid

% Status Map

% 3-D Status Map

% Service Problems
% Host Problems
% Network Outages

Show Host:

glastinx04

% Comments
% Downtime

% Process Info
% performance Info
% Scheduling Queus

* Trends

% Availabi

S Alert

% Alert History

% Alert Summary
% Notifications

% Event Log

% View Config

Wiew [nformation For This Host
Wiew Status Detail For This Host

Wiew Alert History For This Service
Wiew Trends For This Service

View Alert Histogram For This Service

Wiew Awailability Report For This Service

Wiew Motifications For This Service

(glastinx04.slac.stanford.edu)

Member of
No servicegroups.

134.79.200.91

Service State Information

Current Status:

Current Attempt:
State Type:

Last Check Type:
Last Check Time:
Status Data Age:

Latency:
Check Duration:

Status Information:
Performance Data:

MNext Scheduled Active Check:

OK
OK - load average: 0.03, 0.04, 0.00
load1=0.030;15.000;30.000;0; load5=0.040;10.000;25.000;0; load15=0.000;5.000;20.000;0;
1/4
HARD
ACTIVE
08-08-2008 09:54:22
0d Oh 3m 22s
08-08-2008 09:59:22
0.195 seconds
0.045 seconds

Service Commands

xDisabIe active checks of this service

e-schedule the next check of this service

{@)Submit passive check result for this service
xStog accepting passive checks for this service

xsmg obsessing over this service
xDisabIe netifications for this service
._,-ZzScheduIe downtime for this service
Disable event handler for this service
xDisabIe flap detection for this service

Last State Change:

Current State Duration:

Last Service Notification:
Current Notification Number:
Is This Service Flapping?
Percent State Change:

In Scheduled Downtime?
Last Update:

08-08-2008 08:14:22
0d 1h 43m 22s
NIA
0
NIA
N/A
NO
08-08-2008 09:57:30

Active Checks:  ENABLED
Passive Checks: ENABLED
Obsessing: ENABLED
Motifications: ENABLED
Ewvent Handler: ENABLED
Flap Detection: = ENABLED




Service group overview

Nagios
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Oracle (Oracle Servers Pipeline (Pipeline User Space (User Space)

General ) )

S Home ”

¥ Documentation gla.st-oraclem.sla.c.stanford.edu”UP 1ok (|Q TRy cosvli08.inZpa.fr up 1ok QBN surrey 01 slac.stanford.edu||UP 1ok || TRy
Monitoring glast-oracleozslac.starfcrd.edu”UP 10K Q ggﬁ- glastinx02.slac. stanford.edu| (UP TOK Q g?\ﬁ

:;:cr:':-l ov-rl‘;'m gla.st-oracleEM.sla.c.stanfcrd.edu”UP 10K Q gE\ﬁR- glastinwl4. slac.stanford edu||UP 60K Q @ﬁ

:x::gmu:o-w-rvim glastinx07.slac.stanford.edu||UP 20K Q ﬁﬁ_

)

: m:::::: z:r:m glastinx 12.slac.stanford .edu||UP 10K || ﬁ\ﬁ_

= > .

.55:::_,::::::‘,:'.:?, glastinx 16.slac.stanford .edu||UP 20K Q g?\ﬁ_

= - -

.22.'.".',';'?.'::" Grid glastinx23.slac stanford.edu| |UP zok [[Q B

% 3-D Status Map

% Service Problems Web Applications (Web Applications) Web Servers (Web Servers) Xrootd (Xrootd)

)
oL
Show Host: alastinx03.slac.stanford.edu| [UP sok ([ TR confluence slac stanford.edu | |UP 1ok [ TR glast-rdr.slac.stanford.edu | |UP 1ok QA TA LSS
glastinx04 slac. stanford.edu (UP 30K Q @ﬁ- glast-ground. slac.stanford.edu| [UP 10K Q Qlﬁ glastinx 03 .slac.stanford.edu| |UP 10K Q ﬁ A
& Commants glastinx08.slac stanford.edu| [UP sok || RS glast-win01.slac stanford.edy ||UP 1ok || RS sulky0Z.slac.stanford.edu  |[UP 1ok (A TRAS
¢ Downtime glastinx08.slac. stanford.edu| (UP 30K Q @5_ last-winl2.slac.stanford.edu ||UP 10K Q @lﬁ sulky07 slac.stanford.edu ur 10K Q 33 A
: ::::":l:::: Info olastin10.slac.stanford.edu| [UP s0K || @\f_ glastinx02.slac stanford.edu  ||UP 10K || ﬁ\lﬁ_ sulky08 slac stanford eduy | [UP 10k || ﬁ\ ﬁ_
@ Scheduling Queus plastin12 slac stanford edu| [UP 2o (|<L @\f_ jira.slac stanford edu up 10K || S ﬁ\lﬁ_ wain0DB.slac.stanford.edu  |[UP Tor [ ﬁ\ ﬁ_
glastink13.slac stanford edu| [UP 1ok |G @\ﬁ_ web007 slac stanford edu up 10K ||Q ﬁ\lﬂ. wain007.slac.stanford.edu  |[UP 10k || ﬁ\ ﬁ_
glastine] 5.5Iac.star-ford.edu| upr 14 OK Q @ﬁ- wene-glast.stanford. edu up 10K Q ﬁﬁ wainD08. slac. stanford. edu ur 10K Q ﬁﬁ
::::: : ::::‘m glastinx1 ?.slac.smnford.euu| uP soK || ﬁ\ﬁ_ wain017.slac.stanford.edu  |[UP 10k || ﬁ\ ﬁ_
% No i:tr:lT:w glastine1 B.slac.star'ford.edu| upr 7oK Q @ﬁﬁ- 'wain018.slac.stanford.edu upP 10K Q ﬁd&
© Bvent Log glastinel B.slac.stanford.edu| upr 20K Q @ﬁﬁ- wain018.slac.stanford.edu ur 10K Q ﬁ ljFL
waind20.slac. stanford. edu ur 10K Q\ ﬁf&
® View Config
wain021.slac.stanford.edu ||UP 10K Q\ ﬁﬁ-
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Service status information about all group members

Magios

8006
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S Home
% Documentation

% Hostgroup Overview

% Hostgroup Summary

® Hostgroup Grid

& Servicegroup Overview
® Servicegroup Summary
® Servicegroup Grid

® Status Map

% 3-D Status Map

% Service Problems
S Host Problems
% Metwork Outages

Show Host:

glastinx04

S Comments
% Downtime

% Process Info

8 Scheduling Queua

% Alert Summary
% Motifications
% Event Log

Configuration

= View Config
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Current Network Status

Last Updated: Fri Aug 8 10:03:32 PDT 2008
Updated every 20 seconds

MNagios® 2.10 - www. nagios.org

Logged in as ?

View Status Overview For This Service Group
View Status Summary For This Service Group
View Service Status Grid For This Service Group

View Service Status Detail For All Service Groups

MySQL

Master e

glastinx01.slac.stanford.edu

glastinx02 slac.stanford.edu MySQL Slave OK

glastinxDE.slac.stanford. edu MySQL FMX OK

MySQL

MOOT 2L

Service Status Totals

Host Status Totals
[Ok| I I I !

|Up|Down| I I
| I ML o [ o J o | o ]

o

[ 0 s ] [ o 4]

Service Status Details For Service Group '"MySQL

08-08-2008 10:00:29 161d 12h 50m 595 1/4

08-08-2008 10:00:30 101d 23h 2m 20s  1/4

08-08-2008 10:01:24 B4d 19h 20m 15 1/4

08-08-2008 10:02:15 B4d 19h 18m 21s  1/4

Servers'

Uptime: 1239206 Threads: 37 Questions: 280613313 Slow gqueries: 15 Opens: 402755 Flush tables: 1 Open tables: 84 Queries per
second avg: 234.516

Uptime: 1241640 Threads: 1 Questions: 2857160 Slow gueries: 0 Opens: TBE665 Flush tables: 1 Open tables: 61 Queries per second

avg: 2.301

Uptime: 7327113 Threads: 2 Questions: 28738088 Slow queries: 308 Opens: 3684 Flush tables: 1 Open tables: 84 Queries per second
avg: 3.922

Uptime: 7327157 Threads: 2 Questions: 37535830 Slow queries: 28 Opens: 5684 Flush tables: 1 Open tables: 64 Queries per second
avg: 5.123

4 Matching Service Entries Displayed
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How to Make Service/Host Monitoring Requests?

* Create task in JIRA
* Assign to ecephas

17



Conclusion

* Provided an End-user overview of Nagios

* Explained
~ Service check logic for Nagios
- Difference between Soft and Hard states
-~ How Noatifications work
- What Gets Logged By Nagios
~ What output from email notifications mean
~ Basic overview of Web Interface



Additional Info

* Need more information about Nagios

~ http://nagios.sourceforge.net/docs/2_0/toc.html
* Who maintains Nagios

- Emmanuel Cephas, Jr.

- ecephas@slac.stanford.edu

- AIM
* Miyagi48
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Questions?

20
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